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Project Objectives

The objective of this project is to analyze key
initiatives, models, and best practices for quantum-
safe skills development currently undertaken
abroad, to inform quantum-safe skills and
curriculum development activities in Canada.

The study aims to provide a synthesis and
accompanying graphic representations that visually
portray key differences and similarities between
countries of comparison, using open-source
intelligence, qualitative and quantitative data
analysis, and visualization.

»—-.‘\ Global Advantage
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Bottom Line Up Front

1. A guantum -safe skilled workforce is an emerging national opportunity and a highly anticipated
requirement related to the future protection of existing classical computer systems

2. Despite increasing urgency to develop a quantum -safe workforce, no country has begun implementing or
ideating a talent/skills development strategy, roadmap or action plan. However, PQC skills development will
most likely piggyback on existing cybersecurity programs and initiatives.

3. GACG found that quantum -safe skills requirements will impact highly skilled personnel with direct expertise
in PQC and a much broader requirement for knowledge and skills across the cybersecurity industry and
employment market.

4. The GACG study identified and assessed key international activities, models, and best practices for quantum -
safe skills development, including (but not limited to):

1. In Canada , Budget 2021 investments in Cybersecurity, National Quantum Strategy and related public consultations, as
well as the CryptoWorks21 initiative,

2. In the UK , National Quantum Technologies Program, NQTP Quantum Tech Hubs, National Cybersecurity Strategy, and the
CyberFirst initiative;

3. In Australia, Australia Cyber Security Strategy, Cyber Security Skills Partnership Innovation Fund, AustCyber initiatives,
and ACCSE

4. In Germany , BMBF QUNET, Fraunhofer SIT, Cybersecurity Strategy for Germany, the DIVQSeg

5 In the US, National Initiative for Cybersecurity Careers and Studies  (NICCS) and National Centers of Academic Excellence
in Cybersecurity (NCAE-C), National Quantum Initiative

6. In Israel , International Cyber Strategy, INQI, and the IAl initiatives
7. In France , Regroupement de | A U n d fuaschise ipaar la Sécurité Post z Quantique (RISQ)
8. In Singapore , SingaporeAs Quantum Engineering Program and CSA Tal en

~ Global Advantage
Consulting Group



Bottom Line Up Front

Of the programs/initiatives identified by GACG especially of note for the skills development
component are:

A US: National Centers of Academic Excellence in Cybersecurity (NCAE -C) that aims to
create and manage a collaborative cybersecurity educational program with community
colleges, colleges, and universities

A US: National Quantum Initiative that calls for the development of skills including analytical
problem solving and data analysis, along with organizational skills

A UK: NQTP Talent Objectives to ensure doctoral training  for quantum technologies meets
the skills demands within industry

A UK: Training and Skills Hubs  that deliver skills training, co -working and mobility, and career
development initiatives to develop high -level skills in quantum engineering

A Australia: Cyber Sfecuson digitayinvSstigator skilpy A s

A Singapore: Quant um Engi neer iadigtiePto supportaQoafitsm Young
Research Association (QYRA)

—~ g™ - Global Advlantage
Consulting Group



Quantum Capable Workforce in an Emerging
Opportunity

A National Cyber Security Centre ( UK pdtise is that 3 t hbest mitigation against the threat of
guantum computers is quantum -safe [post -quantum] cryptography .

A A guantum capable workforce is an emerging national opportunity and a highly anticipated
requirement related to future protection of existing classical computer systems.

A As quantum technologies become increasingly commercialized, the knowledge, skills, and
employment requirements for organizations impacted by PQC will change and adapt to
address both the arising implications of quantum -based cybersecurity and Canadian market
opportunities for the advancement of PQCproducts and services.

A The development, application, commercialization, implementation of guantum -
safe/resistant/agile cryptography have distinct workforce requirements separate from the
current research -intensive quantum technologies arena .

A GACGfound that this will require both highly skilled personnel with direct expertise in PQCand
a broader requirement for knowledge and skills across the cybersecurity industry and
employment market .

~ Global Advantage
Consulting Group



Quantum Technologies Global Labor Market
Estimation

Quantum Technologies Labor Market Estimation

A With respect to jobs growth in the global quantum 580,000
technologies market, the sector will employ over 30,000
people by 2025 nearly doubling the number from 2020

A By 2030, the projected number is estimated to be
97,000 whereas by 2040 the estimation of jobs created
for quantum technologies will reach a whopping
580,000 people

A Underlying all of these developments is the
evolution of workforce elements that teach, train
and certify quantum ready professionals.

2015 2020 2025 2030 2040

Given the emergence of a nascent quantum industry, the workforce requirements Iloom large with respect to talent
development in a timely manner . For example, it is widely recognized in Canada and beyond that there is currently a
shortfall in talent to address contemporary cybersecurity needs let alone the anticipated demand for quantum trained
specialists .

,--..(\ Global Advantage Sources: Venegas-Go me z , A. JThe Quantum Ecosystem and Uts Futur e Wor ktinties,caed:the dsksjretated totkey t h r7.0 ugh t
’ Consulting Group emerging field of quantum t ec hnhtpsdanlindisaryjwileR.tcowm/tdodpufil@. 1902hve202000042 0 2.0 )



https://onlinelibrary.wiley.com/doi/pdf/10.1002/phvs.202000044

Summary Graphic on National Activity
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According to the GACG analysis of 7 jurisdictions, all 7 have national quantum and cybersecurity
strategies in place. However, of these strategies only the US National Quantum Strategy has
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Background and Context

It is Important to note that this report is not a review of quantum science, technologies, or
guantum cryptography. However, sufficient information is provided to establish a context as
to how quantum -safe capabilities and skills requirements are currently positioned within the

broader cybersecurity ecosystem in Canada and globally




Background to Quantum Safe

Encryption is one of the important tools in cyber security

A Encryption typically involves an algorithm or cipher that uses a
string of characters or Keyto render Plaintext unintelligible without I\
the Key. N

A The Keycan be used on a Blockof data or on a Stream.

A In Symmetric Key Algorithmsthe same Key is used for encryption and
decryption.

e 1 P P

A In Asymmetric Key Algorithmsgdifferent but related Keysare used.

e SRRWS

A An Asymmetric Keyhas the Public/Private Keyproperty when the
encryption Key cannot be derived from the decryption  Key.

AEncryption should be 3easyKeyand
should be 3very hardi

A In theory, messages can be decrypted using Brute Forceor
equivalent algorithms (such as guessing) but finding the solution
using available computational tools would probably take an
impractically long time.

A With increases in computing power, encryption algorithms that
were 3good enoughjt while being eff
compromised. The recommendation to use these techniques are
then rescinded by trusted parties such as NIST or refused by large
players such as Google or Microsoft.

e Global Advantage 10
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Why Is Quantum a Threat?

Quantum Computers (QC) have many interesting properties due to the 3 states of the Qubits: [0, 1, and
superposition] including novel algorithms that would have been impractical on a classical computer.

Gr over As Athepeetically fastest way to do a Brute Forcesearch for the Keyfor a Symmetric Encryption. This
algorithm reduces the time required to solve the problem to the square root of what it was conventionally.

Theoretically, if a cipher takes a time proportionalto 2 N seconds on a conventional computer, then Grover can usually

do it in a time proportional to 2 N2 seconds on a sufficiently powerful QC. Practically, Grover reduces the effectiveness

of symmetric encryption standard AES256 to roughly that of AES128 which is still strong enough, but reduces AES128

to the equivalent of JAES64f which is not. THSafsbuiAES Meiy AES
not. Users are advised to upgrade AES128 encryption to AES256.

Shor ANs Al gsesmuantdmnsuperposition and quantum Fourier transform to find the prime factors of a large
i nteger 3exponentially} faster than a conventional comput e

Common Asymmetric Encryptionalgorithms used for Public Key Infrastructure (PKI) such as RSA, Diffie -Helman and

EIlTi ptic Curve (ECDSA) rely on the factoring of | arge inte
Jhardj problem into an Jeasyj one.

—~ Global Advantage
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Susceptibilities of the Encryption System

The following are examples of areas which may be significantly
exposed to threats from quantum computing:

Public Key Infrastructure (PKI)

Key Management Systems

Authenticated Web Communication (TLS)
Secure Point-to-Point (SSH)

Transport Security ( Osc)

Key Agreement n
Identification and Authentication '

Password -Authenticated Key Exchange (PAKE) ' ’

PGP/GPG .
Secure/Multipurpose Internet Mail Extensions (S/MIME)

Over-the -Air Rekeying (OTAR) \‘\% s

Domain Name System Security Extensions (DNSSEC) P ’&
Encrypted File System -
Internet Key Exchange (IKE) 3

ZRTP (Secure VoIP Protocol D1)

Too Joo Joo To To o Joo T To To o Joo T To Do

’—v\ Global CAongjﬁipgt(?rguep Source: Areas Threatened by Quantum Computing 12



https://www.gov.il/BlobFolder/generalpage/quantum_computing/he/Best%20Practices%20-%20Organizational%20Cyber%20Readiness%20to%20the%20Post-Quantum%20Age%20v.1.85.pdf

\

ée?ANr Ae =NQeBdAf Xeée?AAA

Post -quantum cryptography (PQC) Z (classical)
cryptographic algorithms that are thought to be secure
against an attack by a guantum computer

QUANTUM SAFE
PQC applies cryptographic ciphers that are not CRYPTOGRAPHY
susceptible to attack by quantum algorithms. For the
foreseeable future, these will be run on classical

computers.

. i POST-QUANTUM QUANTUM
Quantum cryptography 7z the science of exploiting CRYPTOGRAPHY CRYPTOGRAPHY
the physics of guantum mechanical properties to MATH-BASED PHYSICS-BASED

perform cryptographic tasks. This includes quantum
key distribution (QKD)

’3"\' Global éﬂs"uﬁﬂé‘gﬁ Source: Conceptualized and Visualized by Global Advantage Consulting Group 13



Expert Assessment VPQC s
the True Route to be Quantum -Safe

A 3¥. Preparing Canada to compete in a post-quantum world, will demand a workforce whose skillset is even rarer
than that required for generalized cybersecurity activities, witnesses said. Because it has made decades of
investment in quantum scienceand cryptography, they said Canada is lucky enough to possessa core of world-
beating talent. With the right support, this core could help build the quantum -capable workforce Canada needsto

go forward .}
-House of Commons Canada

A JThereis no time to waste. The advent of quantum computing is a call to action for an industry-wide shift in how
cryptography is done. At an ecosystemlevel, this impending change will drive application, software and hardware
vendors to incorporate quantum -safe solutions into their products? or risk losing their competitive advantage. In
the enterprise GC-suite, it will require planning and budgeting for a complex infrastructure transition for all
cryptographic servicesspanning many businessprocessesand communications .

-Accenture Cryptography in A Postquantum World

/‘#\Globalégsvu%pgtggﬁ Source:House of Commons, J3Cybersecurity in the FinaAccentaré,38egpbpbgaapDuNmttiuvan BMwg 8 elg Ldr(i2t0y1 89



https://www.ourcommons.ca/Content/Committee/421/SECU/Reports/RP10589448/securp38/securp38-e.pdf
https://www.accenture.com/_acnmedia/PDF-87/Accenture-809668-Quantum-Cryptography-Whitepaper-v05.pdf

Defining the Problem and Opportunity

3 T p@blem with post-quantum is that the things that are directly affected are the things
that are most critically important z everything to do with digital signatures and critical key
protocols/ key agreements and authentication z which is the foundation of everything we do

online j

- GACG Expert Interview

15



Key Sectors Impacted by the Quantum Threat

' AN

) GOVERNMENT BANKING & DEFENSE & DEFENSE Quantum computing has
' FINANGE INDUSTRY the potential to cause
harm to the digital world

COMMUNICATIONS ENERGY §  including interconnected
ENVIRONMENT .- systems, devices and data
""""""""""""""" that would impact all key

§\

' sectors of the global
' HEALTH EDUCATION & MANUFACTURING g
RESEARCH economy
TRANSPORTATION MINING & SPACE
& LOGISTICS RESOURCES

' ‘\ Global f;ﬁ's"uﬁ‘iﬂgtg',gfp Source: GACG Analysis and Visualization; Quantropi ( 2021) J3The Threat ofZAQRdaWhatm Bospnonés anegs “an Do


https://www.quantropi.com/the-threat-of-quantum-computing-and-what-businesses-can-do-about-it/

Event Horizons and NIST

GACG identified three parallel event horizons as key inflection points for the quantum
transition

1. The advent of a large-scale quantum computer able to break cryptographic algorithms
(threat), also sometimes referred to as 3 Qi

2. The development of standardized PQCalgorithms (tools); and

3. Widespread acquisition, adoption and implementation of PQC across vulnerable and
dependent system and enterprises (astate of quantum safeor3 heirmmuni t y i} )

In 2014, the National Institute of Standards and Technology (NIST) suggested that a quantum
computer capable of breaking 2000 -bit RSA would be built by 2030. The rapid development of
guantum computers which can break current public key encryption means increased risks and
therefore a need for mitigation strategies. The risks associated with quantum computing has
prompted the US NIST to launch a process to develop PQC.

—~ g™ - Global Advantage
Consulting Group



Question 1: Who Cares about PQC Anyways?

Stepping back, key groups that are going to be involved in PQC can
be divided into 3 groups:

1. Those who develop new algorithms and technologies, which
includes few people, not just highly trained but also highly gifted
in maths and physics. A key challenge is identifying these people
and getting them to apply themselves to this problem in Canada.

2. Those who assess all of the various ways of implementing PQC
proposed by group 1, including people at the  National Institute of
Standards and Technology ( NIST) and the Communications
Security Establishment (CSE). Also, an elite group of individuals
should be nurtured in Canada.

3. Those who are tasked with implementing these new algorithms
and technologies in their organizations.

GACG assesses that Group 3 will see the most considerable
demand for talent, who will need to have a good understanding
of the quantum threat without necessarily having the math and
physics skill to duplicate it.

»-V\ Global Advantage
Consulting Group
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Question 2: When do
Organizations Need to Begin Preparing?

The urgency for any organization
to complete the transition to
guantum -safe cryptography for a
particular cyber system relies on
three parameters.

Decisions regarding the lifetime
of different data types is a critical
place to start.

»—-.‘\ Global Advantage
Consulting Group

e Shelf-life Time: the number of years the
data must be protected by the cyber system
Migration Time: the number of years to
migrate the system to a quantum-safe solution

Threat Timeline: the number of years before the
@ relevant threat actors will be able to break

quantum-vulnerable systems

\

.

J
v

J U4hke threat timeline is shorter than the sum of the shelf-life time and of
the migration time, then organizations will not be able to protect their

assetsfor the required yearsagainstquantum at t ac k s i

Source: Quantum Threat Timeline Report 2019

19


https://globalriskinstitute.org/publications/quantum-threat-timeline/

Question 3: How To Begin Preparing?

Organizational Steps to Prepare for the

Organizations  should begin assessing their Quantum Threat

guantum computing vulnerabilities and devising

migration action plans today by:

A Establishing Governance z Identify who within
the organlzatlc_)n IS responsible for mitigating
the quantum risk

A Assessing Quantum Risk z Identify the extent Assesscumt

. . 2 Cryptographic

of that risk, i.e.,, the scope, magnitude, SFootprint
likelihood, and urgency of the quantum threat ’
to that given organization

Sensitive assets at low risk

A Assessing  Cryptographic Footprint Z K sk profile
Inventory all deployed cryptographic security

Sensitive assets at high risk

g
protOCOIS Sensitive assets at moderate risk

A Assessing Risk Profile z Wait, invest, or Lead in |

the quantum '[I’anSItIOn . Implement
standardization eryptongatity fheeme o

What do organizations need mostYtalent . | Transition Plan Based on Risk Profile

g - Global Advantage Source: : A. Mashatan & O. Turetken 20
Consulting Group



https://www.ryerson.ca/tedrogersschool/cybersecurity-research-lab/publications/JOURNAL_preparing_info_sec_threat/

Despite Growth  V Cybersecurity
Workforce Gap Remains in the Millions

Despite adding 700,000 professionals into the iz

cybersecurity workforce in 2021, the global “ ?
cybersecurity workforce gap is estimated to be .

2.72 million . The largest workforce gaps* among the A o000 421,000 25000

seven high -level cybersecurity functions defined by
the NICE Framework (more details on slide 48) are:

£

N\

1. Securely Provision (47%)

2. Analyze (47%) 26,000 NETazoo0 T Cesoo0 260,000
3. Protect and Defend (47%)

4. Oversee and Govern (43%) - ’

5. Operate and Maintain (39%) : -

6. Investigate (39%) 40,000 N0 35000 38,000

/.

Collect and Operate (32%)

In Canada, the cyber workforce gaps is estimated i w
to be 25,000 .

IRELAND U.K. U.5.
10,000 33,000 377,000

/‘v\ Global égs\'uﬁ\ipgtgguep Sources: (ISC)2 Cybersecurity Workforce Study 2021 * gaps identified by % of (ISC)2 survey respondents 21



https://www.isc2.org/-/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx

Top Cybersecurity Skills Needed
Across the Globe

According to (ISC)2 Cybersecurity Workforce cloud computing securty [

Study 2021 some of the top skills that cybersecurity

professionals are looking to develop in the short securiy anaiysis || >

term are. Risk assessment, analysis and management _ 28%

A Cloud computing security (40%) Threat inteligence analysis || RN 2%

A Risk assessment, analysis and management (26%) L

A Artificial intelligence/machine learning (25%) (GRC) I -

A Governance, risk management and compliance pcaion secury [ ==
(GRC) (24%)

A Threat intelligence analysis (22%) security engineering || GG 2-%

The 2020 (ISC)? Cybersecurity Workforce Study includes seurty aaminsvaion | 2>

data from a survey of 4,753 individuals responsible for penctatontesting [N 2>

cybersecurity at workplaces throughout North America,

Europe, Latin America and the Asia Pacific region. pata management protection || N 22

40%

/‘w\ Global égsg%pgtgrguep Source: The International Information System Security Certification Consortium (ISC)2 Cybersecurity Workforce Study, 2021
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https://www.isc2.org/-/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx

Canadian Cyber Companies by Offering

Enterprise count per element of the cybersecurity solution package

Cybersecurity infrastructure services and solutions for the ongoing

According to Canadian Defence,
Aerospace, Marine and Cybersecurity
Industries Survey in 2020 Canada had
135 Enterprises with Sales of
"Cybersecurity Solutions Based on a
Single Package of Services, Software
and/ or Hardwared.

Of the surveyed enterprises 50 were
involved in cybersecurity training, 47 in
Encryption and 42 In Forensics and the
investigation of, and response to,

cyber -attacks or other cyber incidents
and intrusions

/--:{\ Global Advantage
Consulting Group

protection of networks and data 107

Penetration testing and associated vulnerability & threat assessments,
cyberspace threat monitoring, detection, intelligence services, and active
cyber defence measures

Other cybersecurity related goods & services

Compliance audits & program development, strategy development, and
related risk management and consulting services

Cybersecurity training

Encryption

Forensics and the investigation of, and response to, cyber-attacks or other
cyber incidents and intrusions

Industrial control systems (ICS); supervisory control and data acquisition
(SCADA) and operation technology (OT) related cybersecurity

I !
()]
=

Sources: Statistics Canada


https://www23.statcan.gc.ca/imdb/p2SV.pl?Function=getSurvey&Id=1295863

The Explosive Growth of the
Cybersecurity Workforce

For 2021, an (ISC)?2 study estimates that
there are 4.19 million cybersecurity
professionals worldwide, an increase of
more than 700,000 compared to 2020.

CanadaAs cybersecurity wor
by 47% between 2019 and 2021 from

84,000 to 123,696 z this employment

trend will only increase in the years

ahead.

/--:{\ Global Advantage
Consulting Group

2019 2020 2021
NA 888,700 981,120 1,266,158
U.S. 804,700 879,157 1,142,462
Canada 84,000 101,963 123,696

827,000 1,048,399 1,096,876
Mexico 341,000 421,750 515,527
Brazil 486,000 626,650 581,349
EUROPE 543,000 830,187 1,086,146
UK. 289,000 365,823 300,087
France 121,000 118,302 146,808
Germany 133,000 175,159 464,782
Kal.aO I C € Onke-€ W 14,212 15,028
Spain N/A* 122,284 124,336
Netherlands N/A* 34,406 35,106
APAC 544,000 625,265 743,075
Australia 107,000 108,950 134,690
Japan 193,000 226,269 276,556
Singapore 43,000 57,765 92744
South Korea 201,000 232,281 239,085
GLOBAL 2,802,700 3,484,971 4,192,255

Sources: (ISC)2 Cybersecurity Workforce Study 2021

24


https://www.isc2.org/-/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx

Top Areas of Cyber Skills Development in 2021

B @

In 2021, the top five areas for professional skills development
. . 40% 26% 25%
among Cybersecurlty prOfeSSIOnaIS were Cloud computing Risk assessment, analysis Avrtificial intelligence /
- - . - security and management machine learning
(% indicates percentage of surveyed cybersecurity professionals):

1. Cloud computing security (40%) 5 @
2. Risk assessment, analysis and management (26%) o

3. Atrtificial intelligence/machine learning (25%) G”:{ﬂgm Th22t°|f|'5;
4. Governance, risk management and compliance (GRC) (24%) and compliance (GRC) analysis
5. Threat intelligence analysis (22%)

%

Moreover, nearly 50% of cybersecurity professionals are currently

pursuing or planning to pursue 229, 229%
certifications within the next 6 months (from time of survey). DevSecOps Secrity engineering
Once PQC certification becomes widely available, i1 tAs upt:
among cybersecurity professionals will be widespread. fe~9) @
L2 o[ =
21% 20% 20%

Security analysis Application security Security administration

»‘V\ Global égp\;rjﬁlipgtgguep Sources: (ISC)2 Cybersecurity Workforce Study 2021 25



https://www.isc2.org/-/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx

Increasing Demand for Cyber/PQC Skills

3 Mo s pebple are desperately looking for cybersecurity
specialists, but if they have quantum skills and knowledge
that is great. Many organizations are aware of the issue and
Incorporate some amount into their training

Universities and colleges may be 3 r e | uto puh [PQC] A

programs together unless students see the job potential at
the end of the degreej

- GAGC Expert Interviews

e - Global cAuEsquir.ngtgguep 26



(ISC)2 Cybersecurity Certifications by Country

United States

Canada ranks 3" globally in the Number

of CISSP, SSCP, CAP, CCSP, CSSLP W . S

certifications by country as of January 1,

2022. =
Currently, there is no certification for
Quantum Safe. It might be added to
one of the existing certifications or be
a standalone following further Pl
developments.

Australia

Germany

Israel

/w'\, Global Advantage
Consulting Group

459

110,309
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The Slow Rise of PQC Investments

The United Kingdom has the highest venture 1UK
capital (VC) investment in post quantum

cryptography, ahead of Canada (ranked 2 nd)
and the United States (ranked 3 ™). SUSA

4 Switzerland

2 Canada

Globally VC investment into post -quantum
cryptography has increased by around 37%
over the past 5 years. However, it should be
noted that the numbers are small compared

5 Taiwan

(unranked) Australia

to overall global investment in cybersecurity (smoverthe e yearpenod 016p202)
(an estimated $21.8 B across 861 deals in ' ' ' ' '

0 $5M $10M $15M $20M $25M
2021).

Data from Crunchbase The Crunchbasedatabase provides a partial view of the global VC landscape. However, the
quantity, qualityand richness of the data are consideredto be statistically significant, and indicative of global trends.

' ‘\ Global CAOELVUE‘EJS'&E Source: Government of Australia ; Cybersecurity VC Deals 28


https://www.pmc.gov.au/resource-centre/domestic-policy/post-quantum-cryptography
https://news.crunchbase.com/news/cybersecurity-venture-funding-2021-record/https:/news.crunchbase.com/news/cybersecurity-venture-funding-2021-record/

Quantum -Safe Skills
Development in Canada



Canada is Committed to Accelerating its
Quantum and Cybersecurity Efforts

Budget 2021 proposed $360 million over 7 years in investments to launch
a National Quantum Strategy. The strategy will:

A Amplify Canada's significant strength in quantum research;
A Grow quantum -ready technologies, companies and talent ; and

A Solidify Canada's global leadership in the area.

Ministerial Mandate Letters released December 2021 had significant focus
on cybersecurity.

A Continue to advance the National Cyber Security Action Plan

A Develop and implement a renewed National Cyber Security Strategy

A Protect Canada As democratic institutions, I nc
process, against foreign interference and disinformation, including cyber
threats

/V\, Global Advantage Source: Developing a National Quantum Strategy 30
Consulting Group


https://www.ic.gc.ca/eic/site/154.nsf/eng/00001.html

GoC Quantum Strategy Consultations revealed
strong emphasis on talent and skills

National

Quantum Strategy

What We Heard

R.E"P. O: R.T

oo i 2]
Bl S Semer Canada

»—v\ Global Advantage
Consulting Group

A National Quantum Strategy Consultations identified T alent
and Security as two of the four key pillars (other pillars
were research and commercialization)

A Key relevant findings of the Talent pillar included the
Importance of addressing education and training, equity,
diversity and inclusion in the quantum workforce, and
skills challenges.

A The Security pillar noted the urgency of laying the
groundwork for quantum security, promoting adoption of
security solutions, and securing supply chains.

Source: Government of Canada (2022) National Quantum Strategy Consultations 7 What We Heard Report

31


https://www.ic.gc.ca/eic/site/154.nsf/vwapj/1032_06_21_NQS_WWH_Report_EN_v2.pdf/$file/1032_06_21_NQS_WWH_Report_EN_v2.pdf

Planning Ahead  V National Cyber Security Strategy
and National Cyber Security Action Plan (2019 -2024)

The National Cyber Security Strategy and the National Cyber Security
Action Plan (a blueprint for the implementation of the Strategy) has
three goals to achieve security and prosperity for Canada in the digital
age:

1. Secure and Resilient Canadian Systems
2. An Innovative and Adaptive Cyber Ecosystem @
3. Effective Leadership, Governance and Collaboration .\j

Under the first goal of Secure and Resilient Systems, the Action Plan

advances preparation for securing Canadian government

communications for advances in quantum through the
Communications Security Establishment
Security Project, which will 3 w iedsure that the confidentiality of the

Government of Canada's classified cryptographic devices are protected

against future attacks by quantum computing .

»-V\ Global Advantage Source: National Cybersecurity Action Plan 32
Consulting Group



https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg-2019/index-en.aspx#a06

CryptoWorks21 VENW NAendAf >AAADAVyr
Generation Cryptographers

CryptoWorks21 (supported by the University of Waterloo)
Is a supplementary graduate program for Masters, PhD
and postdoctoral fellows, offering professional and
technical skills training in next -generation quantum -safe
cryptography. The Program aims to:

A Prepare a new generation of researchers to create
quantum -safe tools for the 21st century

A Provide professional knowledge and technical skills for
all researchers

A Foster collaboration between young scientists and

A

experts in quantum and cryptographic research
Enable students to build relationships with
cryptographic communities in academia, industry, and
government

A Encourage collaboration between students and
partners in mathematics, computer science, physics
and engineering

»—--"\ Global Advantage Source: CryptoWorks 21 33
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https://cryptoworks21.uwaterloo.ca/research-overview/
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Canada currently offers 141 diploma,
certificate, bachelors and graduate
level cybersecurity programs being
offered at 76 post -secondary
institutions across Canada, which will
i1 kely be responsi bl e

Academic Institutes
Offering Cybersecurity Programs

Total: 76
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A Federally-incorporated not -for -profit Consortium, founded in 2020 by five Canadian universities working with
public and private sectors to lead world -class cybersecurity innovation and talent development. It aims to link
CanadaAs cybersecurity and privacy training, i1 nnovation

consortium to harness a network effect that will significantly advance innovation and talent development and
increase cybersecurity -related economic activity in Canada.

-
C

NCC will receive $80 M over four years from  the federal government to establish and lead the Cyber Security
Innovation Network (CSIN), which will be a pan-Canadian network of post -secondary institutions, large and small

private -sector firms, provincial/territorial and municipal governments, and not -for -profit organizations working
towards advancing cybersecurity in Canada.
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Concordia University of University of New Ryerson University of
University Calgary Brunswick University Waterloo

»—-.‘\ Global Advantage
Consulting Group
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http://ncc-cnc.ca/pages/about/

Opportunity: Potential Collaboration
Framework in PQC through NSERC

The Natural Sciences and Engineering Research Council of Canada

(NSERC) and the US National Science Foundation (NSF) signed a
memorandum of wunderstanding (MoU) to
between Canadian and US research communities and sets out the

principles for developing jointly suﬁ

In December 2021, NSERC-NSF announced a new collaboration
opportunity in quantum science and artificial intelligence open to
Canadian university researchers.

JNSF values partnerships for acces\

innovations and experiences to address and solve realworld problems.

This partnership with our counterpart Canadian funding agency opens

doorways to new possibilities for international collaboration between

US and Canadian researchers in areas of mutual interest and national

il nvest ment, such as AU and quant um. jQ
- Dr S. Panchanathan FCAE NSF Director

‘-V\ Global Advantage
Consulting Group
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Source: NRSERGNSF MoU; NSF Special Guidelines
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https://www.nserc-crsng.gc.ca/Innovate-Innover/NSERC-NSF-CRSNG_eng.asp
https://www.nsf.gov/pubs/2022/nsf22031/nsf22031.pdf

Quantum

-Safe Skills

Developmentin  the US
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National Initiative for Cybersecurity
Careers and Studies  (NICCS)

NICCS Mission : to be a national resource/hub for

cybersecurity education, careers, and training.

NICCS Vision: to provide the nation with the tools and
resources necessary to ensure
the appropriate training and education in the

cybersecurity field.

NICCSis managed by the Office of the Chief Learning

Officer (OCLO) within the Cybersecurity and Infrastructure
Security Agency (CISA). NICCS promotes cybersecurity
awareness, training, education, and career advancement
with the added goal of broadening
cybersecurity professionals in the workforce.

/“-‘\ Global égs\fuﬁlipgtgguep Source: National Initiative for Cybersecurity Careers and Studies _ (NICCS) 38



https://niccs.cisa.gov/

National Centers of Academic Excellence in
Cybersecurity (NCAE -C)

NCAE-C program aims to create and manage a I O
collaborative cybersecurity educational
program with community colleges, colleges,
and universities that:

A Establishes standards for cybersecurity
curriculum and academic excellence,
Includes competency development among
students and faculty,

Values community outreach and leadership
in professional development,

Integrates cybersecurity practice within the
institution across academic disciplines,
Actively engages in solutions to challenges
facing cybersecurity education.

p TR ST S

g - Global Advantage Source: National Security Agency 39
Consulting Group


https://www.nsa.gov/Academics/Centers-of-Academic-Excellence/

Post Quantum Cryptography in Higher Education

UNIVERSITY
of [OUISVILLE,

‘-V\ Global Advantage
Consulting Group

Post Quantum Cryptography

The module covers the foundational principles and techniques of
guantum technology.

Provides an overview of opportunities and challenges presented by
guantum technology as well as hands -on experience with quantum
computers and algorithms using IBM Q Experience quantum devices.

Learning Objectives

Develop algorithms for quantum key distribution and understand
data security in the quantum era.

Source: University of Louisville
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https://louisville.edu/education/nsacybersecurity/student/course-content

Post Quantum Cryptography in Higher Education

Institute for Pure & Applied Mathematics (IPAM) at the
University of California, Los Angeles runs a Graduate
Summer School on Post -quantum and Quantum
Cryptography aimed at p roviding an in -depth introduction
to post -quantum and quantum cryptography for advanced
undergraduate and graduate students, as well as young
researchers, in mathematics, computer science, and
physics.

institute for pune & applied mathermatics

IPAM offers three -month scientific, or long programs on ANational Science Foundation
topics such as Advancing Quantum Mechanics with

Mathematics and Statistics. It also offers 2-5 days

workshops, One-, two- or three -week summer programs,

designed for early -career researchers, Industry -sponsored

research experiences for undergraduates and graduate

students and other programs and events.

g - Global Advantage Source: IPAM UCLA 41
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https://www.ipam.ucla.edu/

NSF Institutes in Cyber, Quantum, Math/Encryption

Since 2020, under the Quantum Leap Challenges Institutes
program, the National Science Foundation (NSF) has established 5
Institutes aimed at addressing critical challenges in quantum
information science. These include:

A Institute for Enhanced Sensing and Distribution Using
Correlated Quantum States.

Institute for Hybrid Quantum Architectures and Networks.
Institute for Present and Future Quantum Computing.
Institute for Robust Quantum Simulation.

Institute for Quantum Sensing in Biophysics and
Bioengineering

The institutes comprise an interconnected community academic
institutions, national laboratories, and industry partners and are
supported an investment of $25 million over its multi  -year
lifecycle.

Too oo To To

NSERC and NSF recently signed an MoU tag 3w wi rage
collaboration between Canadian and US research communities

and sets out the principles for developing jointly supported

activitiesy as referred to in slide 36 above.

e - Global CAdva.ntage Source: National Science Foundation 42
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https://www.nsf.gov/news/special_reports/announcements/090221.jsp#:~:text=NSF%20is%20establishing%20two%20new,will%20allow%20for%20quantum%20computation.

National Quantum Initiative

Workforce development in Quantum

Information Science and Technology (QIST) is a
priority for the United States as part of the $1.2
billion National Quantum Initiative (NQI)
announced in 2018.

Inspire Educate Experiences Careers
Four aCthnS recommended Wlthln NQI: Motivate students and Develop and deploy formal Grow confidence through Make people aware of the
broaden public and informal approaches.  unique opportunities. impactful and diverse
understanding via Examples include: Examples include: options in QIST and
H . : H 1 foundational educationand + Quantum 101 * Internships encourage them to pursue
ACtIOﬂ 1 Develop and malntaln an underStandlng outreach. Examples include: + QIST Minors * Externships careers in:
i * Q-12 Partnershi *  QIST Masters * Hands-On Research * Industry
of the workforce needs in the QIST ecosystem., e [ Hands On Research ; ey
with both short -term and long -term perspectives; * Government

Action 2: Introduce broader audiences to QIST
through public outreach and education materials;
Action 3: Address QIST-specific gaps in
professional education and training opportunities;

and
Action 4. Make careers in QIST and related fields
more accessible and equitable.

g - Global Advantage Source: National Quantum Initiative 43
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https://www.quantum.gov/wp-content/uploads/2022/02/QIST-Natl-Workforce-Plan.pdf

K-12 Quantum Education in the US

National Q -12 Education Partnership

National Q -12 Education Partnership commits over the

next decade to work with AmerjcaAs ,educ ors, to
ensure a strong quantum learning environment, from Natlonal Q- 2 Ed ucatio
providing classroom tools for hands -on experiences to i

developing educational materials, to supporting Pa r‘tr erSh|p

pathways to quantum careers. By expanding access to
materials and quantum technologies through this
partnership, educators in classrooms and other
settings will be able to develop programs, courses, and
activities to introduce students to the field and open up
opportunities for quantum careers.

»-V\ Global Advantage :
] Consulting Grgup Source: NIST 44


https://q12education.org/

K-12 Quantum Education in the US

NIST Roadmap for K12 Cybersecurity Education

Announced in December 2021, the Roadmap provides
strategies for increasing the quantity, quality, and
diversity of students pursuing cybersecurity careers.
The Roadmap outlines five major elements:

1.Increase Cybersecurity Career Awareness

2.Engage Students Where Disciplines Converge E';'L'g;‘gcf,]ié e

3.Stimulate Innovative Educational Approaches ROADMAP
4.Promote Cybersecurity Career Pathways
5.Prioritize Research

Email: nice@nist.gov
Website: www.nist.gov/nice
December 7, 2021 : N

vvvvvvvvvvvvvvv

/w'\, Global Advantage
Consulting Group

Source: NIST
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https://www.nist.gov/system/files/documents/2021/12/07/K12%20Roadmap_07122021.pdf

K-12 Quantum Education in the US

Qubit by Qubit is the online learning initiative of The
Coding School that aims to empower the next
generation through computer science education.
Founded in 2014 is an international organization with
800+ instructors and students from 40+ countries.

T

X QUBIT

D

Qubit by Qubit has partnerships with  Harvard
University, Stanford University, MIT, UCLA, USC
Viterbi School of Engineering, Brown University,
Villanova University and other leading higher
education institutions.

»—v\ Global CAogsvuﬁlipgtggU% Source: Qubit by Qubit 46


https://www.qubitbyqubit.org/

K-12 Quantum Education in the US

Developed and taught by MIT and PhD graduates and supported by leading tech companies including IBM and G
Qubit by Qubit courses and programs offer training in in a number of quantum, math, ICT, and
cybersecurity -related areas

Run a Variational Perform operations
Quantum Eigensolver that represent
to simulate a molecule gquantum gates

Implement the

Write code to simulate
uantum circuits Quantum Key
an S Distribution (QKD)

. . Understand key How quantum
Use Python libraries to ; .
L guantum algorithms Key concepts such as computing relates to
send circuits to a ol . iy
such as the Deutsch qubits, superposition cryptography, space

uantum computer ]
q P Jozsa and Grov and teleportation travel, Al and other

and analyze the results

algorithms fields
L Create a quantum Send a circuit to a
Construct circuits from . m £
circuit that entangles quantum computer
guantum gates 3
two qubits and analyze the results
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NIST 2016 VWhat is Needed to Build the Quantum -
Resistant Cyber Workforce?

In 2016, a NIST publication argued that it would take a
decade to properly develop the necessary workforce for
the post -quantum age, and as such advocated for a 10 -
year/3 -phase plan to develop a nationally -scalable
curricula/infrastructure (K -12 to Ph.D.), as well as to
outreach to the human capital
(trainers/trainees/employers) necessary for creating the
national workforce for quantum/classical cyber security,

in addition to enhancing public awareness and literacy.
The proposed phases were as follows:

V/////4

S
S
N
N
N
§
N
N
N

V/////4

1. Phase 1z Developing a curricula/infrastructure for K -
12/College/University Career Pathways

O L

2. Phase 2 & 3 (should phase one be implemented) zto
achieve a self-sustained capacity/infrastructure for
outreaching, educating, mentoring, and training the
workforce needed for QCS/CCS technologies up to
the Ph.D. level

e - Global CAdvantage Source: Building a Quantum -Safe Workforce 48
onsulting Group



https://www.nist.gov/system/files/documents/2016/09/16/felix_alba_rfi_response.pdf

NICE Cyber Security Workforce Framework

The goal of the NICE Framework, in fact, is to SECURELY

PROVISION

align cyber work, a job or position, as described |
by relevant KSAS. CPERATE AND OVERSEE AND h‘l.lr'-.:-::;hr'elnl

MAINTAIN GOVERM

The Framework is comprised of three
components:

PROTECT
AND DEFEMD

A Categories (7) z A high-level grouping of
common cybersecurity functions COLLECT AND

OFERATE

Cybser Dufenie

Exploitation
Analysks

o i Language
: ~i Analysks -
Suppo
m o
Cyberr = Threat
Operations . Analysis
M B

A Specialty Areas (33) z Distinct areas of —
cybersecurity work W

A Work Roles (52) z The most detailed
groupings of cybersecurity work comprised
of specific knowledge, skills, and abilities
(KSASs) required to perform tasks in a Work
Role

Test and

Evaluation

’v\, Global Advantage Source: National Initiative for Cybersecurity Careers and Studies
Consulting Group

49


https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework

Quantum -Safe Skills
Development in the UK




Government Talent Development Initiatives

NATIONAL CYBER SECURITY STRATEGY

A Develop and implement a self -standing skills strategy that
builds on existing work to integrate cyber security into the
education system

¥ .
T i el

7’ *
NN X X

A Establish a skills advisory group formed of government, (SN A NT/) AN 78 Y
employers, professional bodies, skills bodies, education NATIONAL CYBER SECURITY
providers and academia to support the developmentofalong - STRATEGY 2016-2021
term strategy which will take account of developments in the S R RS N

i

broad field of digital skills, ensuring that cyber security
considerations are aligned and incorporated throughout.

A Invest in a range of initiatives to bring about immediate
improvements and inform the development of the long -term
skills strategy.

"v\ Global égsﬁﬁipqtgrgﬁ Source: UK National Cyber Security Strategy 2016 -2021 51



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/National_Strategies_Repository/national_cyber_security_strategy.pdf

UK The Skills Toolkit

The UK National Careers Service in
partnership with  Good Things Foundation,
Open University, Cisco, Microsoft, Google Digital
Garage and others offers a number of free
courses to population to learn new skills and/or
change jobs including specialized skills such as
coding.

/--:{\ Global Advantage
Consulting Group

Computer science

[EEN
(o2}

Professional development

[EEN
N

Business and finance

oo I
©

Coding

Digital design and marketing

(o3}

Personal growth and wellbeing

(o3}

(o3}

Computer essentials

National
Careers

Practical maths

N

Service

Helping you take
the next step

PQC 0

Source: The UK National Careers Service 52



https://nationalcareers.service.gov.uk/find-a-course/the-skills-toolkit

UK Cyber Security Councill V Career Path

Council ANs Key purposes:

A Supporting the professional development of those
working or aspiring to work in the cyber security

profession

A Supporting employers and individuals as they make CYBER
decisions about skills, development and M SECURITY
recognition through certification and Chartered
Status COUNCIL

A Establishing a professional qualification
framework, mapping criteria to appropriate skills
and qualifications

—~a” . Global Advantage ' i i
’ Consulting Grgup Source: The UK Cyber Security Council 53



https://www.ukcybersecuritycouncil.org.uk/careers-learning/careers-route-map/

UK Cyber Security Council Careers Route Map

The Route Map addresses workforce
shortages by helping job seekers
enter and succeed in the UK
cybersecurity industry.

Careers Route Map details 16
cybersecurity specialisms and
suggests pathways through and
between them, along with providing
information on important job  -related
factors including responsibilities,
skills, qualifications, ways to join

»—v\ Global Advantage
Consulting Group
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Worlding life

An introduction to this spedialism

E} What will your responsibilities indude? What are
R W our tasks likely to include?

dl) What levels of role of there in this specialism?
Progression How do they differ?
What personal attributes might you need? What
specialist skills are important?

=4 Which certifications and qualifications are relevant
T ey to roles in this specialism?

In what other roles or career might you have
developed transferable skills relevant to this
specialism?

Knowledge

Moving on

Job titles

&

Salaries

What core, related and wider knowledge is
important for working in this specialism?

How can you get started in cyber security in this
specialism? Or from what other role might you
join?

What other cyber security or IT role might you

progress to from this spedalism?

For a role in this spedialism, what job title might
you have or see advertised?

Waorking in this specialism, what might you earn?

CYBER
I 4 SECURITY
COUNCIL

Source: The UK Cyber Security Council
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https://www.ukcybersecuritycouncil.org.uk/careers-learning/careers-route-map/
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The UK National Quantum Technologies Program is
firmly fixed on advancing quantum technologies
over quantum science. To this end, the NQTP is
guided by the following four strategic objectives:

1. Stimulate market growth, unleash innovation, and
create a thriving ecosystem

2. Maintain the U K Aexcellence in research and
technology

3. Grow, attract and retain talent

4. Build a resilient network of national assets and
mutually beneficial international relationships

/--:{\ Global Advantage
Consulting Group

Source: UK NQTP Strategic Intent
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