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Introduction and Methodology
The objective of this project was to undertake a comprehensive analysis of the quantum-safe talent, skills
and labour market, with a particular reference to Canada.
The study was conducted by Global Advantage Consulting Group (GAGC), supported by the information
and data obtained through publicly available open-source data and person interviews.
GACG examined the status of the current and future Canadian talent pipelines, skills need and developing
job market for quantum-safe cryptography including research, development, commercialization and
implementation of required capabilities and technologies.
The analysis and forecast results in this study is based on the available and relevant numerical information
(both present and historical) and operates under the reasonable assumption that at least some aspects
of historical patterns will persist into the future. For this study, there is no historical information available
as efforts to develop effective responses to the quantum threat to vulnerable cryptography are in their
early stages. As such, to ascertain the extent of the labour and skills impact that post-quantum
cryptography (PQC) may have on the Canadian cybersecurity market, GAGC conducted a quantitative
assessment with available data and a further extensive qualitative assessment based on other closely
associated markets (cybersecurity and quantum technologies). These assessments were corroborated
with an extensive open-source literature review.
This study was conducted in the following four parts:
1. A background and context section focused on the cybersecurity and quantum threat landscape
and the Canadian cybersecurity industry as well as an overview of the quantum technology
ecosystem in Canada. This section also included a discussion of global investments in quantum
technologies and provided a working definition of quantum-safe within the overall cybersecurity
landscape;
2. A detailed examination of the current Canadian cybersecurity workforce and anticipated labor
gap through open-source intelligence and an early data analysis;
3. A detailed examination of the knowledge and skills development requirements including the
current and anticipated levels of university, college and certification programs regarding
cybersecurity, quantum and with a view to assessing quantum-safe offerings; and
4. Eleven interviews with government, industry, and academic cryptography and quantum
technology experts in Canada.
However, qualitative forecasting is not without limitation. At a fundamental level, a qualitative
assessment is subjective. Although, potential biases can be reduced when incorporating then aggregating
the opinions of multiple experts rather than just relying on a single individual. As such, GACG conducted
11 interviews which sought to obtain the expert-level assessment of the impact that the transition to PQC
will have on the cybersecurity ecosystem, with a focus on the development of a significant and sufficient
cadre of cyber-security experts with quantum-safe skills. Provided interview questions included:
1. How would you characterize Canada’s current level of awareness, knowledge, and preparedness
for post-quantum cryptography?
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2. How would you assess the impact that post-quantum cryptography will have on Canada’s
cybersecurity ecosystem (from the demand for solutions and services to the requirements for
preparedness)?
3. Is this an evolutionary or revolutionary change?
4. What do you anticipate being the time frame where there will be a growth, or surge, in the
requirements for personnel with specialized knowledge and skills?
5. What are the requirements for talent across the spectrum of employment within the
cybersecurity ecosystem?
6. How can the Canadian education, training, and skills development system meet the current and
projected workforce demands?
7. Are there any recent workforce assessments, forecasts, or analyses that you can share with GACG
for the purpose of this study?
To mitigate some of the inherent biases associated with interviews, GACG conducted the interviews on a
confidential basis without any personal or organizational attribution. In addition, a comprehensive, opensource literature review and available data were used to validate key interview findings.
Where possible, the report highlights the gaps and opportunities for Canada in the emerging fields of
quantum cryptography and post-quantum cryptography.
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Part I: Background and Context
A quantum capable workforce is an emerging national opportunity and a highly anticipated requirement
related to future protection of existing classical computer systems. As quantum technologies become
increasingly commercialized, the knowledge, skills, and employment requirements for organizations
affected by the impact of post-quantum cryptography (PQC) will change and adapt to address both the
arising implications of the quantum-based threat to cryptography (and thus cybersecurity) and Canadian
market opportunities for the advancement of post-quantum cryptography products and services in terms
of markets and uses with respect to products and services.
Today, firms developing quantum technologies are largely seeking individuals with highly advanced
knowledge and skills at the doctoral degree level in key STEM fields like physics, math, and engineering to
advance the research and development of early-stage prototype quantum technologies that operate in
niche markets.
The development, application, commercialization, implementation of quantum-safe/resistant/agile
cryptography have distinct workforce requirements separate from the current research-intensive
quantum technologies arena. It will require both highly skilled personnel with direct expertise in PQC and
a broader requirement for knowledge and skills across the cybersecurity industry and employment
market.
The impact will not be limited directly to cybersecurity. Cryptography and trust are integral to modern
information, communications, and technologies, from the vast Internet of Things (IoT) to increased
automation in automobiles and transportation, to block-chain in commerce. There will be both an
immediate impact on knowledge and an evolving requirement for new skills and talent across the
Canadian Economy. This is expected to translate into new jobs in Canada, and world-wide demand for
highly qualified personnel.
“…. Preparing Canada to compete in a post-quantum world, will demand a workforce whose
skillset is even rarer than that required for generalized cybersecurity activities, witnesses said.
Because it has made decades of investment in quantum science and cryptography, they said
Canada is lucky enough to possess a core of world-beating talent. With the right support, this
core could help build the quantum-capable workforce Canada needs to go forward.”
-House of Commons Canada1
“There is no time to waste. The advent of quantum computing is a call to action for an
industry-wide shift in how cryptography is done. At an ecosystem level, this impending change
will drive application, software and hardware vendors to incorporate quantum-safe solutions
into their products—or risk losing their competitive advantage. In the enterprise C-suite, it
will require planning and budgeting for a complex infrastructure transition for all
cryptographic services spanning many business processes and communications.”

1

House of Commons, “Cybersecurity in the Financial Sector as a National Security Issue” (2019),
https://www.ourcommons.ca/Content/Committee/421/SECU/Reports/RP10589448/securp38/securp38-e.pdf
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-Accenture Cryptography in A Postquantum World2

Post-Quantum Cryptography (PQC): A vital and nested Capability
It is important to note that this report is not a review of quantum science, technologies, or quantum
cryptography. However, sufficient information is provided to establish a context as to how quantum-safe
capabilities and post quantum cryptography more specifically, are currently positioned within the broader
cybersecurity ecosystem in Canada and globally.
Quantum computing, and quantum technologies in general, offer tremendous opportunities as well
posing a significant threat to sensitive data and systems protected by classic cryptography. Thus, an
overarching purpose of the study was to assess the impact of the development and transition to a PQC
state end point on the labour markets (including knowledge, skills, and professional certification). Further,
GACG considered the impact of PQC within current and projected cybersecurity markets as well as a
rapidly growing quantum technology ecosystem. In this report GACG has focused on the impact and
requirements created by the development and adoption of PQC.
The following definitions are provided for completeness of this report.
Quantum Computing
Quantum computing is based on quantum bits or qubits. Traditional computers store and process
information stored as bits, which each take on a value of either zero or one. Qubits can embody zero and
one, to varying degrees, simultaneously. Attempting to fully describe the state of many qubits using a
traditional computer in general requires a number of bits that grow exponentially with the number of
qubits. Representing information in qubits allows the information to be processed in ways that have no
equivalent in classical computing, taking advantage of phenomena such as quantum superposition and
quantum entanglement. As such, quantum computers may theoretically be able to solve certain problems
in a few days that would take millions of years on a classical computer. Thus, the expectation that
quantum computers and associated quantum algorithms can be used to attack classical computing
devices, be they computers, smart phones or IoT devices, is seen as posing a serious threat to virtually all
contemporary computing devices. The core challenge with quantum computing is that the “maturation of
quantum computing would thus pose a categorical threat to the confidentiality, integrity and availability
of the entire cyber domain.” 3
Quantum-Safe Cryptography – QKD and PQC
For the purposes of this study, Global Advantage Consulting Group defined quantum-safe as the
intersection of math-based post-quantum cryptography and quantum cryptography (which includes
Quantum Key Distribution), nested within the overall cybersecurity industry (see below).

2

Accenture, “Cryptography in a Post-Quantum World” (2018), https://www.accenture.com/_acnmedia/PDF87/Accenture-809668-Quantum-Cryptography-Whitepaper-v05.pdf
3
Lindsay, J.R., “Surviving the Quantum Cryptocalypse,” Strategic Studies Quarterly (Summer 2020).
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Figure 1: Quantum-Safe Cryptography – QKD and PQC

Quantum Key Distribution (QKD)
Quantum cryptography is the science of exploiting the physics of quantum mechanical properties to
perform cryptographic tasks. This includes quantum key distribution (QKD), which offers information
exchange that is a theoretically secure solution to key exchanges that can unlock access to encrypted
information. Such cryptosystems are purely derived from information theory; thus, a quantum crypto
system cannot be broken by cryptanalysis, even if the adversary has unlimited computing power.
It should be noted that the United Kingdom National Cyber Security Centre (NCSC) has issued the following
statements about QKD and quantum-safe cryptography in March 2020 and is still in effect.4 See also the
NCSC white paper titled Quantum-Safe Cryptography.5
“NCSC does not endorse the use of QKD for any government or military applications and
cautions against sole reliance on QKD for business-critical networks, especially in Critical
National Infrastructure sectors. In addition, we advise that any other organisations
considering the use of QKD as a key agreement mechanism ensure that robust quantum-safe
cryptographic mechanisms for authentication are implemented alongside them. NCSC advice
is that the best mitigation against the threat of quantum computers is quantum-safe
cryptography.”

4

UK NSCS Whitepaper, “Quantum Security Technologies” (March 2021),
https://www.ncsc.gov.uk/whitepaper/quantum-security-technologies.
5
UK NSCS Whitepaper, “Quantum-Safe Cryptography” (March 2021),
https://www.ncsc.gov.uk/whitepaper/quantum-safe-cryptography.
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Post-quantum cryptography (PQC)
Post-quantum cryptography (PQC) is a novel way to use classical computers to block cryptographic attacks
by quantum algorithms running on quantum computers. PQC refers to cryptographic algorithms that are
thought to be secure against an attack by a quantum computer.
Work on the development of post-quantum public-key cryptographic standards is underway, and the
algorithm selection process is well in-hand under the direction of NIST.6 Algorithm selection is expected
to be completed in the next year or two, and work on standards and implementation guidelines will
proceed expeditiously.
However, according to a NIST report, “in the best case, 5 to 15 or more years following the publication of
cryptographic standards will elapse before a full implementation of those standards is completed.”7 The
report points out that “implementation of post-quantum public-key standards is likely to be more
problematic than the introduction of new, classical cryptographic algorithms. For example, the report
notes that “in the absence of significant implementation planning, it may be decades before the
community replaces most of the vulnerable public-key systems currently in use.” This timeline is
supported by a variety of investigations, such as a RAND Corporation study8 which suggests that quantum
readiness will not likely be until the mid to late 2030s or possibly longer.
There are several important steps required to implement quantum-safe public-key cryptography; among
them is the creation of keys, which includes the secure generation of the keys, their acquisition, and their
management. Secure implementation of such keys, which can depend on the algorithm selected and the
nature of its application it is being used to protect, may require addressing several additional factors such
as validation, re-use and addressing situations where there is encryption failure. Moreover, even secure
operations are possible, there may be performance and scalability issues that in turn could require
modifications to protocols and possibly even the IT infrastructures.9
Challenges Associated with Post-Quantum Cryptography
Since the publication of the Shor algorithm in 1994, it has been known that the widely deployed publickey cryptographic algorithms in use today can be attacked efficiently with a large-enough quantum
computer.10 However, at issue since then has been whether a quantum computer could even be built and
if so, would it be big enough and stable enough to threaten current cryptographic algorithms.

6

Barker, W., Polk, W., and Souppaya, M. “Getting Ready for Post-Quantum Cryptography: Explore Challenges
Associated with Adoption and Use of Post-Quantum Cryptographic Algorithms.” NIST Cybersecurity White Paper
(Draft) (May 2020), https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.05262020-draft.pdf.
7
Ibid.
8
Vermeer M.J.D., Peet E.D. “Securing Communications in the Quantum Computing Age: Managing The Risks to
Encryption” (2020), RAND Corporation Security 2040,
https://www.rand.org/content/dam/rand/pubs/research_reports/RR3100/RR3102/RAND_RR3102.pdf.
9
Barker, W., Polk, W., and Souppaya, M. “Getting Ready for Post-Quantum Cryptography: Explore Challenges
Associated with Adoption and Use of Post-Quantum Cryptographic Algorithms.” NIST Cybersecurity White Paper
(Draft) (May 2020), https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.05262020-draft.pdf.
10
Also see here: Lidong Chen, “Cryptography Standards in Quantum Time: New wine in an old wineskin?,” NIST
(August 2017), https://www.nist.gov/publications/cryptography-standards-quantum-time-new-wine-old-wineskin.

9

Quantum-Safe Cybersecurity Talent and Job Market Analysis (2020-21)

March 24, 2021

Much of the research associated with this report suggests that jury is still out on when the quantum threat
will manifest; however, the likelihood of quantum computers emerging in the coming years has been
increasingly supported by fundamental progress in the field. Consequently, the imperative of planning for
a quantum-safe world also has been increasing in recent years.
Planning for Migration to Post-Quantum Cryptography
Determining when migration to post-quantum cryptography will be required involves several initial steps
to develop migration roadmaps.11 These include embracing the appropriate time-relevant international IT
standards and then identifying and applying these to a priority list of critical applications and protocols
required at both enterprise and sector-wide sector level.

Quantum and Cybersecurity – Opportunity and Threat
Our modern economy is dominated by the pervasive nature of information, computers, and technology.
ICTs: especially semiconductors, artificial intelligence, 5G and Next Gen networks, internet standards and
regulation, data, and data analytics, and now the emergence of quantum computing and related networks
and sensors. Trust based transactions are core to the functioning of this modern system and cryptography
is at the centre of this; coupled with the emergent need for post-quantum cryptography (PQC) to protect
von Neumann systems.
In recent years, the digital threat surface has become multi-dimensional, existing at the state-on-state
levels for national security and extending down to the personal and financial data of individuals, thus
creating a cyber-threat topology that goes from nation states penetrating highly classified systems, to
state actors undertaking influence operations to affect political outcomes to cyber-criminals attacking
individuals for illegal profit and exploitation.
Every connected device has become an access point to inflict disruption, ranging from various forms of
denial-of-service attacks (DoS) to holding organizations hostage through ransomware attacks. More
recently, attacks include real-time control systems such as municipal water systems12 to deep persistent
penetrations of classical computer systems in governments13 and strategic sectors of the economy, such
as financial institutions and telecommunication suppliers and operators.14 Moreover, these types of
penetrations are at the core of nation state debates about the trustworthiness of ICT infrastructure
suppliers from some countries in respect to 5G technologies.
At the heart of a trusted and robust ICT infrastructure and devices is the requirement to both enable
normal operations as well as protect from cyberattacks. The World Economic Forum (WEF) listed
cybersecurity failure as the ninth most likely risk facing countries in 2021, and one with potentially
11

Barker, W., Polk, W., and Souppaya, M. “Getting Ready for Post-Quantum Cryptography: Explore Challenges
Associated with Adoption and Use of Post-Quantum Cryptographic Algorithms.” NIST Cybersecurity White Paper
(Draft) (May 2020), https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.05262020-draft.pdf.
12
Florida Cyber Attack Raises Alarm Over Security of Water Treatment Plants,
https://www.insurancejournal.com/news/national/2021/02/11/600925.htm
13
SolarWinds Security Incident, HYPERLINK https://cyber.gc.ca/en/alerts/solarwinds-security-incident
14
Massive cyberattack grows beyond U.S., includes Canadian victims; https://www.ctvnews.ca/sci-tech/massivecyberattack-grows-beyond-u-s-includes-canadian-victims-1.5237313
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devastating impact in the short term (zero to 2 years).15 The WEF noted that existing business,
government, and household cybersecurity infrastructure are being outpaced and rendered obsolete by
“increasingly sophisticated and frequent cybercrimes, resulting in economic disruption, financial loss,
geopolitical tensions and/ or social instability.”16
Canada is a continuous target of cybercrime and cyberattacks. Some of the most notable cyberattacks
that targeted Canada included:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Gas pipeline malware (1981)
DRDC cyberattack (2011)
NRC cyberattack (2013)
BMO and CIBC breach (2018)
Capital One Canada breach (2019)
Desjardins data breach (2019)
Revenu Québec breach (2019)
LifeLabs data breach (2020)
Bombardier (2021)

Figure 2: Country Cybercrime Tracking Confidence Ranking17

In 2019, Statistics Canada found that 21% of Canadian enterprises were impacted by cybersecurity
incidents, while only 12% of these impacted businesses reported cybersecurity incidents to police
services. These incidents’ impact ranged from loss of revenue, suppliers, customers, or partners to paid
15

World Economic Forum, “The Global Risks Report 2021: 16th Edition” (2021),
http://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2021.pdf.
16
Ibid.
17
World Economic Forum, “This is what the future of cybersecurity will look like” (2017),
https://www.weforum.org/agenda/2017/08/the-us-is-upping-its-game-against-cyber-attacks-but-the-securityindustry-faces-a-huge-challenge.
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ransom payment, damage to business reputation and other impacts.18 Somewhat problematically, 16.7%
of businesses reported not knowing the impacts of the cybersecurity incidents, indicating limited
monitoring capabilities among a sizeable portion of the cybersecurity landscape.
Canada is a continuous target of cybercrime and cyberattacks and our vulnerabilities, across private and
public sectors, are not well understood or protected.

Event Horizons: The Quantum Threat to Cybersecurity, Quantum-Safe Tools, and
Achieving Herd Immunity
Three major event horizons represent significant variables and uncertainty for any labour market forecast:
1. The development of a large-scale quantum computer able to break cryptographic algorithms
(threat), also sometimes referred to as ‘Y2Q’;
2. The development of standardized PQC algorithms (tools) and products; and
3. Widespread acquisition, adoption, and implementation of PQC across vulnerable and dependent
systems and enterprises (a state of quantum-safe or ‘herd immunity’).
There is consensus that quantum computers are a threat that can overcome classic cryptographic
protection of data, information, and systems. There is further recognition that structured risk, threat, and
vulnerability assessments must be undertaken even though the timeline for the Y2Q moment is still quite
uncertain (no less than 5 years and possibly 15 years). Finally, it is well recognized that there will be tools
available in a more predictable timeline once NIST and other standards bodies promulgate standards.
The urgency of undertaking extensive analysis and investments is also tempered by authoritative
recommendations from bodies such as the UK National Cyber Security Centre (NCSC). A recent
Whitepaper by the NSC recognises that “work towards standardising post-quantum public-key primitives
ad protocols is underway in international standards bodies such as NIST and ETSI” 19 and advises that for
the “majority of users, waiting for the emergence of such standards and protocols is the recommended
approach.”20 The NCSC also “urge caution against transitioning too soon given the current lack of clarity
around which variants will offer the best balance of security and performance.”21
It is important to note that experience has demonstrated that in the best-case scenario, “5 to 15 or more
years following the publication of quantum-resistant public-key cryptographic standards will still be
required to implement those standards to replace most of the vulnerable public-key systems currently in
use.”22 This best case scenario assumes that significant transition planning occurs prior to the release of
NIST’s post-quantum standards, which are expected to be released no later than 2024.

18

Statistics Canada Table 22-10-0078-01, “Reporting of cyber security incidents to a police service by industry and
size of enterprise” (2019), https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=2210007801.
19
UK National Cyber Security Centre, “White Paper: Quantum-safe cryptography” (accessed March 3, 2021),
https://www.nsc.gov.uk/whitepaper/quantum-safe-cryptogaphy.
20
Ibid.
21
Ibid.
22
National Cybersecurity Centre of Excellence, “Crypto Agility: Considerations for Migrating to Post-Quantum
Cryptographic Algorithms” (2020), https://www.nccoe.nist.gov/projects/building-blocks/post-quantumcryptography.
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Problematically, cryptographic transitions are usually a drawn-out process as complete switches “often
have long tails for the nation (or globe) as a whole as some organizations lag behind.”23 If one were to
examine the transition from SHA-1 to SHA-2, 14 years after the release of NIST’s SHA-2 standards in 2002,
which was a new standard for cryptographic hash functions, 35% of websites were still using insecure
SHA-1 certificates. In raw numbers, nearly 61 million websites were still using SHA-1 certificates despite
Microsoft, Mozilla and Google explicitly stating that they “will no longer trust sites that use SHA-1.”24
Drawn out transitions usually bear higher costs in terms of vulnerability to cyberattacks.
Thus, as outlined by Mashatan and Turetken25, to mitigate the risks associated with a slow cryptographic
transition, organizations should begin assessing their quantum computing vulnerabilities and devising
migration action plans. Detailed below in Figure 3 are the steps they have outlined that any given
organization should take to assess their risk exposure and to optimize their transition to quantumresistant cryptography. They recommended that regardless sector, firm size, or the time horizon
associated with quantum computers, that firms undergo this exercise sooner rather than later.26

23

Vermeer M.J.D., Peet E.D. “Securing Communications in the Quantum Computing Age: Managing The Risks to
Encryption,” RAND Corporation Security 2040 (2020),
https://www.rand.org/content/dam/rand/pubs/research_reports/RR3100/RR3102/RAND_RR3102.pdf
24
BusinessWire, “Venafi Research: 35 Percent of Websites Are Still Using Insecure SHA-1 Certificates and Putting
Users at Risk” (November 2017), https://www.businesswire.com/news/home/20161117005247/en/VenafiResearch-35-Percent-Websites-Insecure-SHA-1.
25
Mashatan, A., Turetken, O., “Preparing for the Information Security Threat from Quantum Computers,” MIS
Quarterly Executive, 19(2), 157–164 (2020), https://www.ryerson.ca/tedrogersschool/cybersecurity-researchlab/publications/JOURNAL_preparing_info_sec_threat/.
26
Ibid.
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Figure 3: Quantum Threat Mitigation Plan27

Their plan involves establishing governance within an organization including identification of who is
responsible for mitigating the risks of quantum computing. This can be accomplished by dedicated inhouse team or personnel or through external third-party specialists, depending on one’s organizational
size and internal capacities.
After an organization has identified who is responsible for the mitigating the quantum risk, Mashatan and
Turetken note that next the individual/team/outside specialist needs to assess the extent of that risk, i.e.,
the scope, magnitude, likelihood, and urgency of the quantum threat to that given organization. The risk
assessment under this framework involves identifying the:28
•
•
•

Scope - “inventory of all the self-managed and vendor-managed sensitive data, from both
confidentiality and integrity perspectives;”
Magnitude – “estimate the direct and indirect costs of a data breach for each item in the
inventory;”
Likelihood – “determine the probability of attackers accessing the encrypted data” and “look at
how quantum computers will be able to circumvent the existing security measures;” and

27

The following quantum mitigation framework originates from “Preparing for the Information Security Threat
from Quantum Computers,” which extensively covers the necessary steps and courses of action available to
organizations during their post-quantum cryptographic transition; Mashatan, Atefeh and Ozgur Turetken,
“Preparing for the Information Security Threat from Quantum Computers,” MIS Quarterly Executive (May 2020):
157-164.
28
This process is outlined in: Mashatan, Atefeh and Ozgur Turetken, “Preparing for the Information Security
Threat from Quantum Computers,” MIS Quarterly Executive (May 2020): 158-165.
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Urgency – identify “how long the encrypted information will remain sensitive—i.e., the security
“shelf life” of an asset or class of assets, and the ease with which a cryptographic transition can
be carried out successfully.”

Following the quantum risk assessment, the governance team under this mitigation framework must then
inventory and assess the current cryptographic security protocols or “cryptographic footprint” of the
organization, including cipher key strengths designated to protect sensitive information that is vulnerable
to quantum computers and the cryptographic methods that will need to be strengthened.29
With the data and cryptographic inventory lists in place and a better understanding of the organization’s
exposure to the quantum threat, the governance team can then assess whether to wait for the release of
the NIST standards in 2024-2025, begin investing to establish organizational crypto agility before the
advent of standards or “lead in the efforts to quantum proof today.”30 Although, the authors believe that
organizations cannot afford to wait for standardization until they have conducted the quantum threat
assessment.
Thus, the timeline for implementation of these standards within industry and other enterprises becomes
dependent on the change management and business process including corporate perception of risks and
benefits. The NCSC does also differentiate their advice for the protection of “long-lived or highly classified
national security information”31 and will be issuing separate guidance. Although, organizations do not only
have to contend with the transition to quantum-resilient cryptographic solutions, but are vulnerable to a
host of cybersecurity issues, where their mitigation is reliant on implementing dozens of technological
transitions over the coming years.

Threat
While it is generally agreed that quantum threats to cybersecurity can be largely if not fully mitigated by
deploying new cryptographic tools, both conventional and quantum, believed or known to be resistant to
quantum attacks, the transition to quantum-safe cryptography will be challenge.32 Because the process
requires not only the development and deployment of hardware and software solutions but also the
establishment of standards and migration of legacy systems to quantum-safe cryptography.
As argued by Mosca and Piani33, “the urgency for any organization to complete the transition to quantumsafe cryptography for a particular cyber system relies on three simple parameters:
•
•

Shelf-life time: the number of years the data must be protected by the cyber system;
Migration time: the number of years to migrate the system to a quantum-safe solution; and

29

Mashatan, Atefeh and Ozgur Turetken, “Preparing for the Information Security Threat from Quantum
Computers,” MIS Quarterly Executive (May 2020), 162.
30
Ibid.
31
UK NSCS Whitepaper, “Quantum-Safe Cryptography” (March 2021),
https://www.ncsc.gov.uk/whitepaper/quantum-safe-cryptography
32
Mosca, M., Piani, M., “Quantum Threat Timeline 2020”, Global Risk Institute (2021),
https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/.
33
Ibid.
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Threat timeline: the number of years before the relevant threat actors will be able to break
quantum-vulnerable systems.”34

The authors note that “if the threat timeline is shorter than the sum of the shelf-life time and of the
migration time, then organizations will not be able to protect their assets against quantum attacks for the
required years.”35 Thus, the above threat timelines can give organizations a window, currently measured
in years, from which to see how much time may be required to prepare their cyber systems for a transition
to a quantum-safe environment. However, establishing an actual timeline for this transition is subject to
many technical challenges associated with creating quantum computers that could be used to break
today’s cryptographic protection systems.
To glean a broader opinion on the prospects of the timeframe needed to establish quantum-safe systems,
the authors undertook an international survey of 44 leading academic and the private experts, who
specialize in quantum computing sciences and engineering of quantum systems. Key results from this
survey were gathered on five timelines as noted below:
•

•

•

•

•

“Next 5 years: Most experts (27/44) judged that the threat to current public-key cryptosystems in
the next 5 years is “<1% likely”. A quarter of them (11/44) judged it relatively unlikely (“<5%
likely”). The rest selected “<30%” (3/44) or “about 50%” (3/44) likely, suggesting there is a nonnegligible chance of a short-term and impactful surprise.
Next 10 Years: Still more than half of the respondents (23/44) judged this was “<1%” or “<5%”
likely, but 11/44 felt it was “about 50%” or “>70%” likely, suggesting that the quantum threat
could very well become concrete in this timeframe. In addition, 9/44 experts judged the likelihood
smaller than 30%.
Next 15 years: Slightly more than half (23/44) of the respondents indicated “about 50%” likely or
more likely, among whom 5 indicated a “>70%” likelihood, and 7 an even higher “>95%”
likelihood. Still, half of the respondents (21/44) indicated “<30%” or even less likely.
Next 20 years: About 86% (38/44) of respondents indicated “about 50%” or more likely, with 12
feeling it was “>95%” or “>99%” likely. This suggests that the near consensus is that the quantum
threat is likely to occur before the 20-year mark.
Next 30 years: All but one among the experts responded that the quantum threat has a chance of
“about 50%” or more, with 36 out of 44 experts indicating that the quantum threat will be likely
(“>70%”), very likely (“>95%”) or extremely likely (“>99%”).”36

The authors note in their 2019 study that “a salient question for cyber risk managers is not whether there
is a non-negligible chance that quantum crypto analysis is 20 or more years away; but whether there is a
non-negligible chance that quantum crypto analysis is less than 20 (or 15 or 10 or 5) years away.”37

34

Mosca, M., Piani, M., “Quantum Threat Timeline 2020”, Global Risk Institute (2021),
https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/.
35
Ibid.
36
Ibid.
37
Mosca, M., Piani, M., “Quantum Threat Timeline Report”, Global Risk Institute (2019)
https://globalriskinstitute.org/publications/quantum-threat-timeline/
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Development of post-quantum standardized public-key cryptographic standards is actively under
development with a major initiative being led by NIST, which involves an algorithm selection process that
is expected to be published in the next two or so years.38 Once these algorithms are selected work on
standards and implementation guidelines for each algorithm will commence.
As evidence by research undertaken in the conduct of this study, it is generally considered that a largescale threat to conventional cybersecurity-protected systems is still some years away. The mean of that
variable falls somewhere in the next 10 to 15 years with a 5-year error bar either way. In fact, NIST has
forecast that once the PQC algorithms have been selected along with their standards and guidelines in
about 2 years, as noted above, then it could be another 5 to 15 years or more before there will be full
implementation of those standards.

Post-Quantum Crypto Transition for Critical Infrastructure
Known when and how to replace major components of the cryptographic protection systems of critical
infrastructure that is dependent on classical computer architectures is both complicated and timeconsuming, primarily because these systems need to ensure they operate at the highest level of
trustworthiness, reliability, and interoperability.
Organizations that operate on highly trusted cyber infrastructure will be among the first to implement
PQC transition for critical infrastructure. The financial sector is a key example. Steps required for such a
transition can be found in a paper titled Post-Quantum Crypto Transition for Global Financial Institutions.39
In this paper the following is gleaned with respect to migrating from current public key-based encryption
systems to a quantum-safe environment. Three points of view are presented, the requirements to adjust
the current crypto infrastructure, along with the user application environment and the contributions
expected of the crypto solution provider.40
Crypto Infrastructure
• “Data-centric and risk-based approach to PQC transition
• Uplift crypto policy for post-quantum cryptography
• Drive PQC transition through adoption of crypto agility – require system to be certified
for crypto agility before PQC, and
• Participate in security protocol standardization to reflect financial industry’s interests and
an institution’s priorities.”41
Crypto User Applications
• “Crypto User applications should be agnostic to the current algorithms in use (e.g., AES)
and configuration (e.g., key length) used in performing crypto operations

38

NCCOE NIST, “Crypto Agility: Considerations for Migrating to Post-Quantum Cryptographic Algorithms” (2021),
https://www.nccoe.nist.gov/projects/building-blocks/post-quantum-cryptography.
39
NIST, “Post-Quantum Crypto Transition for Global Financial Institutions,” JPMorgan (2020),
https://www.nccoe.nist.gov/sites/default/files/6-Yassir-NIST-%2020200819-8.pdf.
40
Ibid.
41
Ibid.
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Applications should perform cryptographic operations without having to access raw
keying material (e.g., master key, data key)
Application code refactoring is permitted for integration with another solution or to take
advantage of a new feature, and
Application owners should ensure that the solution to be used is supported throughout
the application and its data lifecycle/lifespan.”42

Crypto Provider Solution
• “Cryptographic providers, that provided a PQC solution, should provide crypto agnostic
APIs to its client and internal applications
• The PQC solution should not provide the application with direct access to raw key
material (e.g., data key, master key)
• The solution should be committed to supporting future NIST crypto standards and
guidelines, including the post-quantum cryptography standard, and
• The chosen solution should maintain backward compatibility, (i.e., a newer Solution
version should be able to process ciphertext generated from an older version), and
• Interoperability with other Solutions is optional, but a given Solution should provide
utilities or APIs to convert its ciphertext to another Solution.”43
These are simple guidelines that can be tuned to other critical infrastructure operators.

42

NIST, “Post-Quantum Crypto Transition for Global Financial Institutions,” JPMorgan (2020),
https://www.nccoe.nist.gov/sites/default/files/6-Yassir-NIST-%2020200819-8.pdf.
43
Ibid.
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Part 2: GACG Analysis of Labour Markets
Cybersecurity Industry in Canada
According to Global Advantage’s research, Canada’s cybersecurity sector consists of approximately 348
firms, ranging from multinational enterprises (MNEs) that are technology aggregators (BlackBerry) to
small and medium-sized enterprises (SMEs) that are on the cutting-edge of innovative cybersecurity
solutions (2Keys). Of the 348 cybersecurity firms identified in Canada, 255 are Canadian-owned
cybersecurity firms (73%) and 93 firms (27%) are foreign owned with either a branch or a subsidiary in
Canada. The cybersecurity industry generated over $2.3 B in GDP and contributed over 23,000 jobs to
the Canadian economy in 2018.44 Canada’s cybersecurity industry is highly skilled with more than 60% of
its dedicated workforce relating to STEM.45 In terms of firm size, Canadian cybersecurity ecosystem is
dominated by SMEs. Nearly 90% of Canadian cybersecurity industry firms had less than 250 employees in
2018.46
Besides the cybersecurity industry itself, banks, insurance, and telecommunications companies as well as
government departments and critical infrastructure sectors either consume cybersecurity products and
services or employ their in-house cybersecurity professionals. However, employment of cybersecurity
professionals outside the cybersecurity industry itself is not systematically recorded.
According to Statistics Canada, 60% of Canadian businesses reported having at least one employee that
“completed tasks related to cybersecurity as part of their regular responsibilities.”47 Mostly large
businesses (85%) had at least one employee with this description, followed by medium-sized (67%) and
small businesses (58%). While this does not provide the number of current cybersecurity professionals
outside the industry, it shows how pervasive cybersecurity is among Canadian businesses considering that
the Canadian economy totaled 1.23 million employer businesses in December 2019.48
One of the key focus areas is the impact of PQC on Canada’s cybersecurity industry. The map below shows
the regional clusters formed by the 255 Canadian-owned cybersecurity firms (see Figure 4). OttawaGatineau Region houses the largest local cybersecurity industrial base with 85 Canadian-owned and
operated cybersecurity firms in Canada, followed by the Greater Toronto Region with 75 firms and the
Greater Montreal Area with 30 local firms.

44

Innovation, Science and Economic Development Canada, “Statistical Overview of Canada’s Cybersecurity
Industry in 2018” (October 2020),
https://www.defenceandsecurity.ca/UserFiles/Uploads/publications/reports/files/document-35.pdf * Breakdown
of 23,000 jobs is as follows: 10,800 jobs within the cybersecurity industry (direct), nearly 6,000 jobs in Canadian
suppliers to the industry (indirect) and another nearly 6,000 jobs because of consumer spending by associated
employees (induced).
45
Ibid.
46
Ibid.
47
Statistics Canada, “About one-fifth of Canadian businesses were impacted by cyber security incidents in 2019”
(October 2020), https://www150.statcan.gc.ca/n1/daily-quotidien/201020/dq201020a-eng.htm.
48
Innovation, Science and Economic Development Canada, “Key Small Business Statistics 2020” (2020),
https://www.ic.gc.ca/eic/site/061.nsf/vwapj/KSBS_2020-v2-ENG.pdf/$FILE/KSBS_2020-v2-ENG.pdf. * Of these
1.23 million employer businesses, 1.2 million (97.9%) were small businesses, 22,905 (1.9%) were medium-sized
businesses and 2,978 (0.2%) were large businesses.
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Figure 4: Canadian-owned Cybersecurity Firms

‘Pure play’ cybersecurity firms are an important subset of the above dataset as these are the number of
firms whose product and/or service offerings are specifically cybersecurity.49 121 Canadian-owned cyber
firms (47%) are pure play while 53% have diversified beyond their cybersecurity business or added
cybersecurity to their existing business and product lines. The near-balanced distribution between pure
play and diversified cybersecurity firms is one of the leading indicators of a sufficiently broad sector with
an array of firms that is indicative of an existing competitive industry.
As a subset of the much broader ICT industry, the cybersecurity industry encompasses a range of products
and services. Over the past two years or so, Innovation, Science and Economic Development Canada
(ISED), Statistics Canada, Global Affairs Canada, and Global Advantage Consulting Group have undertaken
work to develop a new taxonomy of cybersecurity sub-sectors with which to classify the industry’s firms
(see Annex 1 for descriptions of these sub-sectors). This taxonomy presented the first formal breakdown
of the cybersecurity sector in Canada outside of North American Industry Classification System (NAICS)
codes into more granular sub-sectors that can shed light into the projections with respect to the PQC
market.
Note that Global Advantage identified 90 cybersecurity companies in Canada offer encryption and
cryptography related products and services. Encryption products and services within the broader
Canadian cybersecurity industry activities accounted for 9% ($261 M) of the total $2.9 B cybersecurity
sales.50 On the other hand, “Compliance Audits and Program Development” (Compliance audits &
program development, strategy development, and related risk management and consulting services)
49

For example, Microsoft is not a pure play firms because it also offers numerous software and hardware, like the
Windows operating systems and Surface laptops, outside of its cybersecurity division.
50
Innovation, Science and Economic Development Canada, “Statistical Overview of Canada’s Cybersecurity
Industry in 2018” (October 2020),
https://www.defenceandsecurity.ca/UserFiles/Uploads/publications/reports/files/document-35.pdf
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accounted for 8% ($232 M) of the total sales. Global Advantage identified these two categories to be
directly impacted by PQC and the new products, software, and related services.

Figure 5: Cyber Companies in Canada as per ISED/Statistics Canada Taxonomy,
Global Advantage Research and Analysis

Using this taxonomy, the highest concentration of cyber firms is in infrastructure services and solutions
for the ongoing protection of networks and data, followed by compliance audits, strategy development,
risk management and consulting services. This is a characteristic of Canada’s cybersecurity firms that offer
integrated solutions and services for clients that includes a mix of hardware, software, and
consulting/advisory services to support end-users.

Profile of the Global Cybersecurity Workforce Today and the Foreseeable Future
To further develop our analysis and forecasts, we have also examined the distribution of cybersecurity
personnel across major industries. The data in the following tables are with respect to the United States,
which has a similar industry profile as Canada, though on a scale of roughly ten times larger. Thus, the
industry distribution, as expressed as percentage of the workforce, are considered sufficiently equivalent
for the purposes of this analysis. Percentages are taken to be similar.
The distribution of the cybersecurity workforce across industries today is illustrated in Figure 6, below.

Figure 6: Percent of Cybersecurity Workforce in the Top Eight Industries51
IT Services
Financial Services
Government
Manufacturing
Healthcare
Education

22%
8%
7%
6%
6%
5%

51

(ISC)², “Strategies for Building and Growing Strong Cybersecurity Teams: Cybersecurity Workforce Study” (2019),
https://www.isc2.org/-/media/ISC2/Research/2019-Cybersecurity-Workforce-Study/ISC2-CybersecurityWorkforce-Study-2019.ashx?la=en&hash=1827084508A24DD75C60655E243EAC59ECDD4482/.
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5%
5%

Furthermore, both Canada and the US tend to classify company size on a similar basis. Thus, comparing
the top industries engaging cybersecurity professionals, shows that they tend to be employed across the
same scale of enterprises as illustrated in Figure 7, below.

Figure 7: Cybersecurity Workforce Distribution by Size of Organization52
# of Employees
Percent

1 – 99
19%

100 – 499
21%

500 – 2,499
28%

2,500 +
31%

Further analysis reported in the Cybersecurity Workforce Study reveals that the gap between those in the
workforce and the demand for cybersecurity expertise in aggregate in North America is estimated to be
over 560,000 positions today. Thus, the North American gap in the cybersecurity workforce is a 46%
shortfall against demand.

Cybersecurity Talent Gap in Canada
Global Advantage Consulting Group conducted an extensive search of open-source data, labour estimates,
market reports and overall economic literature to assess the future cybersecurity/post-quantum
cryptography talent and job market requirements. A few market forecasting studies have been conducted
to ascertain the future size of the quantum cryptography and post-quantum cryptography markets.
Based on this, GACG has extrapolated the PQC-related workforce requirements; however, it is our
assessment that the two labour requirements, cybersecurity and quantum technologies, will be the
dominant workforce and employment drivers and the impact of PQC development and implementation
will be within those estimates.
The need for cybersecurity professionals around the world continues to grow at a high rate, with a
projected global gap of 3.5 million professionals by 2021 according to Cybersecurity Ventures.53 This
indicates that career opportunities for Canadians will be significant.
Overall, the supply of talent remains scarce in Canada as it is in other jurisdictions. In Canada,
organizations reported difficulty in finding qualified and experienced personnel. Over 70% of Canadian
executives cite difficulty in finding talent with cyber-centric technical, analytical, and soft skills. Around
30% cite a lack of academic programs or private-sector job-ready skills.54 That chasm is not expected to
be closed soon or easily and will widen as the result of competing technology areas largely drawing on the
same talent supply (e.g., AI).

52

Ibid.
Cybersecurity Ventures, “Cybersecurity Talent Crunch To Create 3.5 Million Unfilled Jobs Globally By 2021”
(October 2019), https://cybersecurityventures.com/jobs/.
54
Deloitte, “The changing faces of cyber security: closing the cyber risk gap” (2017),
https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/risk/ca-cyber-talent-campaign-report-povaoda-en.PDF.
53
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Global Investments in Quantum Technologies and Canada’s Quantum Industry
Over the last decade, quantum technologies have attracted the world’s leading countries to make
significant financial commitments to support ambitious national strategies and programs. This has been
the case because quantum’s importance is not just an iterative science that enables marginal
technological improvements; rather, it has the potential to be both transformative and disruptive. The
second quantum revolution (Quantum 2.0) has arrived where many-body quantum superposition,
entanglement and measurement are actively employed to alter the quantum face of the physical world.
China and the United States are the dominant investors in the emerging quantum industry with a
combined investment of $11.2 billion, with China ranked first at $10 billion, roughly 50% of the world total
as of January 2021. China now ranks first globally in numbers of publications, has demonstrated the most
advanced Quantum Key Distribution project using space and in December 2020 claimed a leading position
in quantum computing research based on a test of a prototype quantum computer using photons.55
The European Commission has a ten-year €1 billion Quantum Flagship initiative in place. Germany, which
benefits from the European Flagship program, committed €1 billion but has since added €2 billion as part
of its Covid-19 recovery plan. The UK’s ten-year National Quantum Technologies Program, now at its midpoint, involves commitments of over £1 billion through a mix of government and industry funding.
Canada operates within the quantum industry on a global basis, Figure 8 presents a view of the levels of
investment by various countries into the emerging quantum industry.

Figure 8: The Global Status of Quantum Industry Investments56

55

Zhong, Han-Sen et al., “Quantum computational advantage using photons” Science 370 (December 2020),
https://science.sciencemag.org/content/370/6523/1460.
56
QURECA, “Overview on quantum initiative worldwide” (January 2021),
https://www.qureca.com/overview-on-quantum-initiatives-worldwide/.
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According to an evaluation of worldwide quantum research efforts, Canada was ranked 5th globally in
total annual expenditures on quantum science.5758 In addition, it is noted in the report that “Canada is
considered one of the world’s leading nations in quantum research. It has invested more than $1 billion
CDN in quantum research over the past decade.”59
“Canada has a growing private sector impact, outstanding research expertise, and extensive government
commitments to innovation. This places the country in a very strong position to drive quantum technology
development.”60 This reflects a strong international respect for Canada’s position in this emerging industry
with a clear emphasis on the high calibre of Canadian researchers.
GACG has examined in more detail the current Canadian quantum ecosystems across the educational,
industry, and government sectors. The purpose was to assess current markets, skills and quantum-safe
knowledge, expertise, and employment based on an analysis of publicly available, open-source data and
information.
For Canada, the NRC has cited forecasts developed by third-party economists projecting that by 2030
Canada will grow an $8.2 billion quantum technology industry, employing 16,000 people and generating
$3.5 billion in returns for the government. Fast forward to 2040, the Canadian quantum technologies
industry is forecasted to grow to $142.4 billion (representing 3.4% of Canada’s forecasted GDP), creating
229,000 jobs and generating $55 billion in government returns. 61
The industry is comprised of four primary technical areas: quantum sensors, quantum networks, quantum
computers and quantum-safe suppliers, in addition to component suppliers that make up an important
part of the overall supply chain. A further branch of the quantum industry are professional and consulting
services. PQC is often considered as being outside the quantum industry because it is based on ‘classical’
(non-quantum) algorithms. Nevertheless, if these investments are to be protected, there will need to be
protection from the quantum threat to cryptography.

57

Sussman, Ben et al., “Quantum Science and Technology: Quantum Canada,” IOP Publishing (2019),
https://iopscience.iop.org/article/10.1088/2058-9565/ab029d/pdf.
58
Also see here: https://www.economist.com/technology-quarterly/2017-03-09/quantum-devices
59
Sussman, Ben et al., “Quantum Science and Technology: Quantum Canada,” IOP Publishing (2019),
https://iopscience.iop.org/article/10.1088/2058-9565/ab029d/pdf.
60
Ibid.
61
National Research Council of Canada, “Economic impact of quantum technologies”(2020),
https://nrc.canada.ca/en/research-development/research-collaboration/programs/economic-impact-quantumtechnologies.

24

Quantum-Safe Cybersecurity Talent and Job Market Analysis (2020-21)

March 24, 2021

Figure 9: Canada’s Quantum Technology Sector

There is also a components supplier base for quantum engineering, which is made up of the largest
number of companies in the quantum industry that offer facilitating technologies such as vacuum pumps,
lasers, and associated laboratory equipment. These are typically start-ups and SMEs with a few large
company suppliers.
Another emerging component of the quantum industry is consulting services, which advise on the
business uses of the different components of the quantum industry and in awareness building of the need
to address quantum-safe protection for existing business IT infrastructure. These tend to be early-stage
companies in the quantum-safe world, as noted above, and up to large general international consultancies
(e.g., Quantum Consulting - Australia; QuantumBlack a McKinsey Company - UK, and Booz Allen Hamilton
- US).
With respect to the quantum market and expected growth potential, Canada is in a place to take
advantage of its prominent position in the global quantum technologies sector to increase its technology
trade market share of 4% to 8% for quantum technologies.
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Figure 10: The Quantum Market62

The emergence of market-oriented products and the growing though generally still early-stage
commercial traction and success with quantum technologies are increasingly evident. Many are still at an
early stage in terms of products or services marketability and the still limited breadth of market
acceptance. The overwhelming proportion of the new company formation has been by founders who
participated in the development of the technology.
The involvement of larger players, such as Google and IBM, in the race to deliver a viable highperformance quantum computer, has drawn wider attention and awe to how quantum-enabled
technologies can deliver transformative capabilities. The hype rose a few more degrees in late 2019 based
on Google’s claim to have achieved quantum computing supremacy.63
Quantum-enabled key-agreement (which cannot be “cracked” through mathematical analysis or
computational attacks) is realized through Quantum Key Distribution (QKD) which has been commercially
available for several years, though principally initially for specialized markets such as government and the
military, due to the so far limited distances over which it can operate. One means to extend the range of
QKD is the use of satellites. China has demonstrated a space to ground system. Canada, the UK, Germany
and others are also pursuing space satellite QKD projects. Other means of extending the range include the
use of trusted repeaters, and in the medium/longer term (untrusted) quantum repeater/relays.
Major telecommunications firms, led by the UK’s BT and Japan’s NTT, have been actively engaged in QKD
research and pilots. Canada-UK collaboration on QKD distribution will be measurably advanced by a
bilateral project approved in late 2020 as a result of the NSERC-UKRI competitive call for quantum62

Yole Développement, as presented in “OIDA Quantum Photonics Roadmap: Every Photon Counts,” OSA Industry
Development Associates (March 2020), https://www.osapublishing.org/abstract.cfm?uri=OIDA-2020-3.
63
Arute, Frank et al., “Quantum Supremacy Using a Programmable Superconducting Processor,” Nature (October
2019), https://www.nature.com/articles/s41586-019-1666-5.
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related proposals. Companies in the defence sector are keenly attuned to breakthrough technologies
which offer communications security and military tactical breakthroughs. The emergence of
transformative quantum-based technologies applicable across other sectors is drawing wider attention of
innovation leaders in the resource, environmental, health care and transportation sectors.
Investments in startups and venture funding have been growing over the past five or so years, indicating
that early higher risk investors anticipate being able to monetize gains within five to seven years. An
analysis published in Nature indicates that in 2017 and 2018, companies pursuing quantum technologies
received four times as much private investment as compared to the previous two years. Canada’s D-Wave
Systems, which has sold computers that exploit quantum annealing effects, especially to tackle
optimization problems, was the single largest beneficiary globally, raising $US 177 million by the end of
2018, also the lion’s share of Canada’s total of $US 243 million. D-Wave has also amassed an impressive
collection of intellectual property (IP) that should have considerable value regardless of the direction of
quantum computing technology. A recent review of the top private-sector holders of patents granted
between 2007 and 2017 in the area of quantum technologies found that D-Wave was first in the world
with 406 patents, followed by Toshiba with 258, and IBM with 179.

Figure 11: International Quantum Investments64

GACG examined the available forecasts and literature on the project labour requirements for the quantum
ecosystem. As outlined by Qureca, the real jobs growth is expected to lie within the broader cybersecurity
and quantum technologies markets. With respect to jobs growth in the global quantum technologies
market, the sector will employ over 30,000 people by 2025 nearly doubling the number from 2020.65 By
2030, the projected number is estimated to be 97,000 whereas by 2050 the estimation of jobs created
for quantum technologies will reach a whopping 580,000 people (see Figure 12 below). Underlying all
of these developments is the evolution of workforce elements that teach, train and certify quantum
ready professionals.
64

Elizabeth Gibney, “The Quantum Gold Rush,” Nature 574 (October 2019).
Venegas-Gomez, A., “The Quantum Ecosystem and Its Future Workforce: A journey through the funding, the
hype, the opportunities, and the risks related to the emerging field of quantum technologies,” Photonics Views
(2020), https://onlinelibrary.wiley.com/doi/pdf/10.1002/phvs.202000044.
65
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Figure 12: Quantum Technologies Labour Market Estimation

Given the emergence of a nascent quantum industry, the workforce requirements loom large with
respect to talent development in a timely manner. For example, it is widely recognized in Canada and
beyond that there is currently a shortfall in talent to address contemporary cybersecurity needs let
alone the anticipated demand for quantum trained specialists.
The PQC labour market is a subcomponent of the existing cybersecurity industry, which incorporates ‘pure
play’ cyber firms and internal cybersecurity specialists embedded across private industry. The next section
provides Global Advantage’s primary forecast for the PQC labor market based on the available market
growth assessments.

Market Based Forecasts
In this era of digitalization, rising demand for next-generation security solutions for cloud and Internet of
Things (IoT) technologies and evolving next-generation wireless network technologies are expected to
drive the growth of the global quantum cryptography and post-quantum cryptography markets.
Research and Markets forecasts that the global quantum cryptography market will increase from USD
122.9 million in 2020 to USD 787.9 million by 2025, with a cumulative average growth rate (GAGR) of
36.3%. Comparatively. Comparatively, Markets and Markets project that the quantum cryptography
market stands at just USD 89 million in 2020, and will grow to only USD 214 million by 2025, with a CAGR
of 19.1%.66

66

Research and Markets, “Quantum Cryptography Market – Forecast (2020-2025)” (March 2020),
https://www.researchandmarkets.com/reports/3974193/quantum-cryptography-market-forecast-2020; Markets
and Markets, “Quantum Cryptography Market” (2020), https://www.marketsandmarkets.com/MarketReports/quantum-cryptography-market-45857130.html.
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With respect to post-quantum cryptography, two reports provide different forecasts. Research and
Markets estimates that by 2028 the global post-quantum cryptography market will amount to USD 3.9
billion, while Inside Quantum Technology’s market report puts the market size at USD 9.5 billion by 2029.67
The latter report notes that by 2029 most revenues generated from PQC will derive from Web browsers,
the IoT, machine tools and the cybersecurity industry itself. The largest segment of revenues will come
from the machine tools industry, where PQC products will generate USD 2.9 billion in revenue by 2029.68

Figure 13: Summary Forecasts: Cybersecurity, PQC and QC Global Markets

The overall cybersecurity market is projected to grow from USD 165.78 billion in 2021 to USD 366.1 billion
by 2028, representing a cumulative average growth rate of 12% between 2021 and 2028.69 PQC and
quantum cryptography combined could represent anywhere from 1% to 3% of the overall market by the
late-2020s. Despite significant projected growth in the PQC and QC markets, they will still account for a
small subsect of the overall cybersecurity ecosystem at least until key inflection points are achieved.
Identified inflection points include the NIST post-quantum standardization (2022-2024) and the
demonstration of a fault-tolerant logical qubit (2023, as claimed by IBM).70 The growth of the
cybersecurity industry is largely driven by the rising adoption of e-commerce online platforms, and
emerging technologies such as Artificial Intelligence, Internet of Things, blockchain and the coinciding
rollout of 5G.

67

Research and Markets, “Post-Quantum Cryptography: A Ten-Year Market and Technology Forecast” (January
2019),https://www.researchandmarkets.com/reports/4700915/post-quantum-cryptography-a-ten-year-marketand.
68
Insight Quantum Technology, “PQC: A Revenue Assessment” (June 2020),
https://www.insidequantumtechnology.com/product/post-quantum-cryptography-pqc-a-revenue-assessment/.
69
Fortune Business Insights, “Cyber Security Market Size… and Regional Forecast 2021-2028” (March 2021),
https://www.fortunebusinessinsights.com/industry-reports/cyber-security-market-101165.
70
https://evolutionq.com/quantum-threat-timeline-2020.html
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Part 3: GACG Analysis of Knowledge and Skills Development
GACG undertook to analyse both the positional descriptions and skill requirements for the broader
cybersecurity industry to identify the potential spillover requirements for a post-quantum enabled
workforce. This was to understand the specific educational developmental and professional development
for personnel in cybersecurity across the full spectrum of employment and education.
This is in recognition that there is already a shortfall in the supply of STEM personnel for these areas as
well as identify how the current workforce will evolve and adapt as PQC enters the market over a number
of years. Through the literature review and expert interviews, personnel undergo constant education,
training and certification and professionals reported that they fully anticipated that most of the workforce
would gain its knowledge through on-the-job development and ongoing, elective re-education.
The key questions are:
•
•
•
•
•
•
•

Where does the current cybersecurity workforce originate within the education system?
Where does the current quantum workforce originate within the education system?
Where are the non-academic cybersecurity training and certification?
What skills and knowledge are required for personnel within the workforce?
Where is there the greatest requirement for cryptographic knowledge and awareness?
How does the enterprise maintain its proficiency in a rapidly evolving ecosystem? and
How is the talent stream being developed today within the Canadian?

Cybersecurity Talent Production in Canada
Based on our analysis of the available literature, and our expert interviews, it is not anticipated that there
would be any long-term impact in distribution of the workforce based on the future demand for quantum
and quantum-safe cybersecurity specialists. However, in both areas, the current demand is skewed
towards advanced expertise at the graduate level. According to a (ISC)² cybersecurity workforce study,
the current educational levels of cybersecurity professionals globally are detailed below in Figure 14. 71

Figure 14: Cybersecurity Professionals Educational Levels
Education Level
High School diploma
2-Year College diploma
Bachelor’s degree
Master’s degree
Doctorate degree

Percent of Workforce
12%
11%
38%
28%
10%

As demonstrated above, the cybersecurity workforce is a field that is dominated by highly qualified
personnel who have university degrees, which is the case with some 76% of the current cybersecurity
workforce. However, those with degrees does not mean that all graduates earned degrees in
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(ISC)², “Strategies for Building and Growing Strong Cybersecurity Teams: Cybersecurity Workforce Study” (2019),
https://www.isc2.org/-/media/ISC2/Research/2019-Cybersecurity-Workforce-Study/ISC2-CybersecurityWorkforce-Study-2019.ashx?la=en&hash=1827084508A24DD75C60655E243EAC59ECDD4482/.
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cybersecurity. In fact, when examining the degree subjects some 40% were awarded in computer and
information sciences, with 19% in engineering and 10% in business.72
As noted in Part 4 containing the results of interviews, respondents reported that there is already a huge
talent shortfall and that there is a requirement for a surge in cybersecurity specialists. To address this
shortfall, Canadian enterprises often look international labour markets. This trend is no different for
cybersecurity professionals. In 2018, nearly 50% of cybersecurity analysists were foreign born or had
recently immigrated to Canada.73 As it stands, Canada’s post-secondary talent production pipeline is not
satisfying the domestic demand for graduates with cybersecurity-related skillsets.
Respondents were not able to directly forecast what would be the requirements for new jobs; however,
they were clearer in expressing that there would be an increased requirement for security awareness
amongst IT professional and that there would be an increased need for personnel having knowledge and
expertise in post-quantum operations and cryptography.
Canada is facing a considerable shortfall in cybersecurity professionals despite the 141 diploma,
certificate, bachelors, and graduate level cybersecurity programs being offered at 76 post-secondary
institutions across Canada.74 The highest concentration of institutions providing cybersecurity training are
in Ontario, Quebec and Alberta, as detailed below in Figure 15. Canada's educational system recognizes
the need to increasingly develop cybersecurity talent to overcome the existing labour force problems,
though is slow to institute any significant changes.

Figure 15: Post-Secondary Institutions Providing Cybersecurity Programs
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(ISC)², “Strategies for Building and Growing Strong Cybersecurity Teams: Cybersecurity Workforce Study” (2019),
https://www.isc2.org/-/media/ISC2/Research/2019-Cybersecurity-Workforce-Study/ISC2-CybersecurityWorkforce-Study-2019.ashx?la=en&hash=1827084508A24DD75C60655E243EAC59ECDD4482/.
73
ICTC-CTIC, “Canada’s Growth Currency” (2019), https://www.ictc-ctic.ca/wp-content/uploads/2019/11/canadagrowth-currency-2019-FINAL-ENG.pdf.
74
Canadian Centre for Cyber Security, “Appendix B: Post-Secondary Cyber Security Related Programs” (2020),
https://cyber.gc.ca/en/guidance/appendix-b-post-secondary-cyber-security-related-programs.
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The previous figure does not include PhD level programs in research addressing cybersecurity. In relation
to the type of certifications provided in these 141 programs offering cybersecurity training, the
breakdown is outlined below in Figure 16. With a time horizon for initial implementation of PQC within
5–7-years, it important that these programs begin considering the quantum threat today. Students
entering undergraduate studies fall 2021 will be among the first graduates requiring some knowledge in
this area.

Figure 16: Cybersecurity Program Certification
Certification
Certificate
Diploma
Graduate Certificate
Masters
Bachelors
Attestation de Collégiale
(AEC)
Diplôme de Collégiale (DEC)
technique
Microprogram
Post-graduate diploma
Recognition of achievement
Advanced Diploma
Post-graduate certificate
Diplôme d'Études
Supérieures Spécialisées
(DESS)
Unidentified

Canadian Total
36
23
17
16
15
12
10
4
2
2
1
1

1
1

In relation to preparing for and providing awareness of post-quantum cryptography to future
cybersecurity specialists, GACG reviewed the publicly available syllabi and course descriptions of the 141
cybersecurity programs listed on the Canadian Centre for Cyber Security’s website and found no reference
to post-quantum cryptography across any of the programs. This finding was also confirmed in the expert
interviews where the academic community noted that post-quantum cryptography is currently a minor
element (i.e., mentioned in passing) at the undergraduate and masters-levels with some reporting that it
was included in some PhD level lectures. GACG could find no reference whatsoever at the college level. 75
This is unsurprising considering that until the release of the NIST-approved quantum-resistant public-key
cryptographic algorithms, there is little substantive material to teach below doctorate-level courses.
Although it is of paramount importance to cultivate sufficient awareness among future professionals of

75

Expert interviewed further offered that for some time, the level of knowledge and expertise required for
quantum safe technologies (broadly assumed to be both PCQ and QKD) was beyond the college level. AS actual
products and services enter into the marketplace, there will be a greater penetration into training courses for
technicians and other specializations.
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the quantum threat to cryptography and cybersecurity, and of opportunities afforded by the transition to
PQC, Canada’s current cybersecurity teaching landscape is not yet ready for this challenge.

Canada’s Quantum Academic Ecosystem
In relation to producing quantum-related skills and talent, Canada has 20 universities with dedicated
research institutes and groups advancing quantum information science. Major university institutes
include (see Figure 17 on the following page) the University of Waterloo’s Institute for Quantum
Computing, the University of British Columbia’s Quantum Matter Institute, the University of Toronto’s
Centre for Quantum information and Control and the Institut Quantique at the University of Sherbrooke.
Outside of the 10 universities hosting dedicated quantum centres and institutes are 10 academic
institutions with dedicated quantum research groups, which includes: Dalhousie University, Université de
Laval, Université de Montréal, McMaster University, McGill University, University of Alberta, Brandon
University, University of Victoria, University of Lethbridge, and Queen’s University.

Figure 17: Canada’s Quantum Research Hubs

Waterloo’s Institute for Quantum Computing (IQC) has to date trained more than 2,300 people in
quantum information and technology, and currently has a cohort of 143 PhD and master’s students. The
IQC graduate course, QIC 891 – Topics in Quantum Information, provides students both with quantum
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cryptography and post-quantum cryptography exposure and training.76 One IQC research group in
particular, the Quantum Encryption and Science Satellite group, is working towards the low-cost space
based QKD demonstration mission using a nanosatellite platform.
Preliminary analysis of publicly available information shows that just the University of Waterloo’s Institute
for Quantum Computing is currently seeking applicants to fill postdoctoral fellowship and graduate
student placements in post-quantum cryptography.77
The newly established Quantum Algorithms Institute at Simon Fraser University aims to be a world leader
in establishing a talent pipeline that produces the next generation of qualified professionals with
capabilities in quantum computing software and algorithms.78 Established by a $17 million investment
from the Government of British Columbia, the Quantum Algorithms Institute represents an integrated
partnership spanning industry, government, and academia, working together to:
1. Educate and grow a talent pipeline in BC focused on applying existing and emerging quantum
technologies to real world applications; and
2. Support ground-breaking research on the design and application of algorithms to leverage nearterm quantum computers to major problems in the public and private sector.
The University of Calgary’s Institute for Quantum Science and Technology (IQST) conducts leading
research and provides education and training in quantum science and technology. The current cohort at
IQST includes 18 postdoctoral fellows, 72 graduate students and 26 undergraduate students. The IQST
provides one course, CPSC-619 – Quantum Computing, that expose students to quantum cryptography
and cryptographic protocols.79 The ultimate mission of IQST is to “advance quantum science and
technology through interdisciplinary research, teaching, and outreach.”
Together, these 20 universities represent the bulk of the quantum science and technologies talent
production pipeline in Canada, with the potential capacity to expose and train students in quantum
cryptography and to a lesser degree, post-quantum cryptography.

Cyber Training and Certifications
Outside of academia exists a host of certification forums providing training to companies and
cybersecurity professionals. Certification in specific areas of cybersecurity were identified as a major
requirement for personnel in the cybersecurity field of the potential threat posed by quantum computerbased cyberattack potential that the PQC field will develop over the next few years with certification
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University of Waterloo, “Institute for Quantum Computing: Graduate Studies” (2020),
https://uwaterloo.ca/institute-for-quantum-computing/programs/graduate-studies.
77
University of Waterloo, “Institute for Quantum Computing: Post-Quantum Cryptography positions” (2020),
https://uwaterloo.ca/institute-for-quantum-computing/positions/post-quantum-cryptography-positions.
78
The Quantum Algorithms Institute, “Quantum Algorithms Institute: Strategic Plan 2021 – 2024” (2021),
https://quantumalgorithms.ca/sites/default/files/2021-.
02/QAI%20Strategic%20Plan%20APPROVED%20FINAL.pdf.
79
University of Calgary, “Quantum Frontiers” (2020),
https://www.iqst.ca/shared/reports/IQSTAnnualReport2020.pdf.
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program appearing in university extension programs, colleges, and professional certification organizations
in step with the evolutionary nature of the cybersecurity profession.

Figure 18: Cybersecurity Certifications by Country

According to Global Advantage’s research, the US has the most professionals with certifications than any
other country in total number of professionals with CISSP, SSCP, CAP, CCSP, CSSLP certifications.
Compared to Canada, the US has over 15 times more certified professionals.
Creating a larger cyber talent base with globally recognized certifications would indicate a stronger cyber
posture in Canada. There is a significant experience chasm for Canadian talent emerging from the nation's
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universities and colleges: 5+ years before they qualify for industry certifications which are prerequisites
for many roles.
For example, under United States, the need for professional certification and accreditations is a stated
requirement:80
US DoD Directive 8570.1 requires every full- and part-time military service member, defense
contractor, civilian and foreign employee with “privileged access” to a DoD system —
regardless of job series or occupational specialty — to get a commercial certification
credential that has been accredited by the American National Standards Institute (ANSI).
This section of the report provides a breakdown of cybersecurity courses and certifications in Canada and
internationally recognized certifications.

Figure 19: Cybersecurity Certification
Cybersecurity Certifications
SSCP
CAP
CSSLP
CyberSecure Canada
CEH
CHFI
CISM
CISSP

CyberSec First Responder

Security+
CCSP
CRISC
CompTIA
CySA+
EC-Council
ISACA
(ISC)2
CompTIA

Full Name
Systems Security Certified Practitioner (ISC)²
Certified Cybersecurity Risk Manager (ISC)²
Certified Information Systems Security Professional (ISC)²
Organizational certification (Government of Canada)
Certified Ethical Hacker (EC-Council)
Computer Hacking Forensic Investigator (EC-Council)
Certified Information Security Manager Certification (ISACA)
Certified Information Systems Security Professional (ISC)²
Certification on monitoring and detecting security incidents in
information systems and networks (Offered by several
organizations)
Certification to demonstrate knowledge and skills required to
install and configure systems to secure applications,
networks, and devices, and much else (CompTIA)
Cloud Security Certification (ISC)²
Certified Risk and Information Systems Control Certification
(ISACA)
Computing Technology Industry Association
Cybersecurity Analyst+ (CompTIA)
Originally the E-Commerce Council, now EC-Council
Originally known as the EDP Auditors Association, now ISACA
(ISC)² is an American-based non-profit membership
association for information security specialists
Computing Technology Industry Association, an international
association
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US Department of Defence, “DoD Cyber Workforce,” Chief Information Officer: U.S. Department of Defence
2021, https://dodcio.defense.gov/Cyber-Workforce/DoDCW.aspx.
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The first section deals with certification of the organization with an emphasis on SMEs. This is followed by
Federal Government information on the cybersecurity world with direct and indirect references to
learning and certification in this field. As will be noted from the vast majority of this material, there is no
specific reference to Post Quantum Cryptography (PQC) at this time.

CyberSecure Canada – Canadian SME Certification81
CyberSecure Canada is a national cybersecurity certification program for small and medium-sized
organizations. This program was developed by the Canadian Government to help enhance the competitive
advantage of companies in Canada by letting their customers and supply chains know that their Canadian
partner is a trusted business with a cyber certification issued by the Government of Canada. It should be
noted that this program is generic in respect to the types of cyberattacks and that there is no mention of
quantum-safe systems in the current certification guidelines.82
The stated goal of the CyberSecure Canada Certification program is to “helps small and medium-sized
organizations implement certification requirements so they can protect themselves against cyberattacks
in order to protect their business, their clients and partners.” This certification is valid for two years and
is voluntary.
To be eligible for certification, an organization must meet the thirteen security controls created by the
Canadian Centre for Cyber Security. These are stipulated by the Centre as follows:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.

“Develop an incident response plan
Automatically patch operating systems and applications
Securely configure devices
Enable security software
Use strong user authentication
Provide employee awareness training
Back up and encrypt data
Secure mobility
Establish basic perimeter defences
Secure cloud and outsourced IT services
Secure websites, and
Implement Access Control and Authorization Secure portable media.”

These controls have been designed to mitigate cyberattacks, although not specifically in terms of PQC.
To be approved by CyberSecure Canada, an independent certification body, accredited through the
Standards Council of Canada, will be responsible to evaluate all organizations that implement the thirteen
security controls. Once a participating organization feels it has met these controls, the independent
certification organization will contact and interact with the applicant to:
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Innovation, Science and Economic Development Canada, “CyberSecure Canada” (2021),
https://www.ic.gc.ca/eic/site/137.nsf/eng/home.
82

Ibid.
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Ascertain if the organization is ready to be certified;
Provide a cost estimate to the organization to achieve CyberSecure Canada certification; and
Audit the organization's state of implementation of all thirteen security controls.

Once an organization is certified by the independent assessor, the Government of Canada will provide the
organization with a CyberSecure Canada certification mark, which can then be used by the recipient to
show its customers and supply chains that it has taken certified steps, set by the government to protect
itself from then known cyber threats.

Canadian Professional Cyber Certification83
The following material is representative of current professional cybersecurity certifications in Canada. This
research explored a variety of certification options offered by government, universities, public and private
colleges, and private certification organizations. What follows is a brief sample of these offerings. It
should be noted that in no case, among the many open-source materials examined, where there any
certifications offered that relate to post quantum subjects and practices. The apparent reason for this is
the perception that quantum-safe certifications are still in the future. As noted in many sources examined,
including the overall Canadian Cyber Security Strategy, that programs, their materials, and certifications
will be updated as changes in the cybersecurity environment evolve, and by this implies that quantumsafe certifications are in the future without any clear timeframe.

The Learning Hub – Government of Canada
The Learning Hub is part of the Canadian Centre for Cyber Security. It provides training for cyber and
communications security professionals or those in related management roles within the federal
government.
In addition, the Learning Hub is expanding its role to include providing learning materials, education, and
training advice, as well as cybersecurity curriculum assistance to academia and industry, particularly those
engaged with critical infrastructure.

EC-Council Certification84
The EC-Council is a global supplier of cybersecurity education and offers a full array of training programs
and certifications used by Canadian professionals and organizations throughout the country. The ECCouncil works with cybersecurity professionals in governments, academia, and the private sector, be they
businesses and not-for-profit organizations. This is but one example of an international cybersecurity
certification vendor, of which there are many; however, none were found to offer certifications for PQC.
EC-Council offers best-in-class cybersecurity certifications in Canada. For example, it provides training in
a wide range of cyberattacks such as phishing attempts, ransomware protection and overall security
awareness.
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Canadian Centre for Cybersecurity, “Learning Hub” (2021), https://www.cyber.gc.ca/en/learning-hub.
EC-Council, “Build Your Cybersecurity Career in Canada” (2021), https://www.eccouncil.org/cybersecuritytraining-and-certification-canada/.
84
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Once a new technology has emerged, certifications and even certification standards become a common
practice for those designing courses and those seeking qualifications for jobs or for upskilling while on the
job in areas related to these technologies. Current and relevant certifications as researched and identified
by GACG have no indication of PQC related course or certification offering. This offers an opportunity for
forward-thinking experts and organizations to plan and prepare for the emerging sub-sector.

Cybersecurity Role Breakdown
Over the years, cybersecurity has expanded to become a discipline in its own right with a variety of job
functions that have emerged as reflected in job roles. Figure 20 illustrates the general segmentation of
cybersecurity job roles in North America.

Figure 20: Cybersecurity Job Roles85
Role
Security Operation
Security Administration
Risk Management
Compliance
Secure Software Development
Penetration Testing
Forensics

Percent
22%
25%
13%
12%
10%
8%
8%

Figure 20 is revealing from several perspectives. First, almost 50% of cybersecurity jobs are in operation
and administration. Second, there is a cluster of jobs around more specialized functions; namely risk
management, compliance, penetration testing and forensics, which amount to some 40% of jobs. Third,
it shows that only 10% of cybersecurity jobs are developing secure software. This latter number is
reflective of the small scale played by cyber specialists that create algorithms, tools, and various other
cybersecurity products. Moreover, this 10% applies to all forms of cybersecurity solutions. On this scale,
development of quantum security algorithms and post-quantum cybersecurity solution must be a
relatively small amount of this category in terms of current jobs.

Current and Future Cybersecurity Workers: Educational Profile
The National Initiative for Cybersecurity Education (NICE) is an American initiative led by the National
Institute of Standards and Technology (NIST), in a partnership between government, academia, and the
private sector.86 It is intended to foster the development of a cybersecurity education, training, and
workforce development. The intent is to ensure there is a cybersecurity workforce that is capable of
designing, developing, implementing, and maintaining defensive and offensive cyber strategies
independent of the actual threat vector (e.g., Shor’s algorithm).
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(ISC)², “Strategies for Building and Growing Strong Cybersecurity Teams: Cybersecurity Workforce Study” (2019),
https://www.isc2.org/-/media/ISC2/Research/2019-Cybersecurity-Workforce-Study/ISC2-CybersecurityWorkforce-Study-2019.ashx?la=en&hash=1827084508A24DD75C60655E243EAC59ECDD4482/.
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National Initiative for Cybersecurity Education (NICE),” Cybersecurity Workforce Framework” (2017),
https://pdfs.semanticscholar.org/3c82/7d3a7196534a8e5109856fb5167637894ffa.pdf?_ga=2.81571927.19987741
59.1614805083-112944028.1614805083.
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The NICE Framework takes a holistic approach to describing and promoting the development of an
integrated cybersecurity workforce, which includes both technical and nontechnical roles.
NICE provides a lexicon of cybersecurity knowledge, skills, and abilities that it refers to as KSAs, along with
tasks for each work role in its lexicon. The purpose of this approach is to provide a consistent
organizational and useful communication framework for describing and characterizing cybersecurity
education, training, and workforce development. It has also been designed to serve as of benchmark to
provide as it says, “guidance and guidelines on career paths, education and training choices, and
credentialing programs that can be used by any organisation in defining and progressing its cybersecurity
workforce.”87
One of the design purposes of the NICE Framework has been as it claims “to support those in the
cybersecurity field and those who might wish to enter the field. It also assists those who support these
workers, such as human resource staffing specialists and guidance counselors, to help job seekers and
students understand which cybersecurity work roles and which associated KSAs are being valued by
employers for cybersecurity jobs and positions.”88
NICE also provides support for those wishing to enter and or progress professionally within the
cybersecurity realm. By using the NICE lexicon of KSAs, job titles, job functions, and related activities it
provides a common vocabulary to describe cybersecurity tasks and training needs, should candidates not
have such qualifications that are needed for those positions. This benefit of the lexicon also allows human
resources personnel to have a common language in which to express job opportunities and for educators
and credentialing organization with a common set of terminology to apply to courseware, programs, and
skills development, among other benefits.
The following list in Figure 21 illustrates some of the ways that the NICE Framework supports retention
and development of cybersecurity talent: NIST SP 800-181 NICE FRAMEWORK 9.89 The list identifies seven
Categories within the NICE Framework, along with a description of each Category. Within the Framework
there are 38 Work Roles related to cybersecurity positions ranging from technical jobs to supervisory and
management titles. None of these is specific to PQC. This listing will be updated periodically to reflect the
changing conditions and evolution of cybersecurity.

Figure 21: NICE Framework Workforce Categories90
Category
Securely Provision

Description
Conceptualizes, designs, procures, and/or builds secure
information technology (IT) systems, with responsibility for
aspects of system and/or network development.
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National Initiative for Cybersecurity Education (NICE),” Cybersecurity Workforce Framework” (2017),
https://pdfs.semanticscholar.org/3c82/7d3a7196534a8e5109856fb5167637894ffa.pdf?_ga=2.81571927.19987741
59.1614805083-112944028.1614805083.
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Provides the support, administration, and maintenance necessary
to ensure effective and efficient information technology (IT)
system performance and security.
Provides leadership, management, direction, or development and
advocacy so the organization may effectively conduct
cybersecurity work.
Identifies, analyzes, and mitigates threats to internal information
technology (IT) systems and/or networks.
Performs highly specialized review and evaluation of incoming
cybersecurity information to determine its usefulness for
intelligence.
Provides specialized denial and deception operations and
collection of cybersecurity information that may be used to
develop intelligence.
Investigates cybersecurity events or crimes related to information
technology (IT) systems, networks, and digital evidence.

Under the Knowledge theme with respect to KSAs, cryptography is mentioned only 7 times with entries
that apply directly or indirectly to cryptography out of 630 knowledge requirements, with no mention of
PQC. These are shown below. That said, many of the knowledge areas would apply to anyone moving into
a role in PQC. Some relevant examples of knowledge areas, as extracted from the NICE descriptions are:91
•
•
•

•

•
•
•

“K0019 Knowledge of cryptography and cryptographic key management concepts”
“K0196 Knowledge of Import/Export Regulations related to cryptography and other security
technologies”
“K0202 Knowledge of the application firewall concepts and functions (e.g., Single point of
authentication/audit/policy enforcement, message scanning for malicious content, data
anonymization for PCI and PII compliance, data loss protection scanning, accelerated
cryptographic operations, SSL security, REST/JSON processing)”
“K0277 Knowledge of current and emerging data encryption (e.g., Column and Tablespace
Encryption, file and disk encryption) security features in databases (e.g., built-in cryptographic key
management features)”
“K0308 Knowledge of cryptology”
“K0403 Knowledge of cryptologic capabilities, limitations, and contributions to cyber operations”,
and
“K0630 Knowledge of the latest intrusion techniques, methods and documented intrusions
external to the organization.”

Under the Skills theme, cryptography is only mentioned once out of 374 skills listed and under the
classification of Ability, cryptography is not mentioned directly in any of the 176 entries. However, many
of the skills identified would be expected of an individual who would be qualified to move into a position
in the future related to PQC.

91

The following quotes are taken from: NIST, “National Initiative for Cybersecurity Education (NICE): Cybersecurity
Workforce Framework” (August 2017), https://doi.org/10.6028/NIST.SP.800-181.
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A key to matching all these NIST Categories, Task, Knowledge, Skills and Abilities to Work Roles is provided
in Appendix B of the NICE Strategy document – Work Role Detail Listing, where it provides a detailed
description of each NICE Framework work role.

Workforce Profile: Cybersecurity and Quantum-Safe Cybersecurity
The rise of quantum computing as a cyber threat and the need for quantum-safe security as a form of
cyber defence is anticipated to be incremental over at least the next decade. This observation is based on
the rise of other transformative technologies such as electricity, semiconductors, nuclear power, and the
internet, to name a few.
More particularly in contemporary terms, the profile of quantum computing and post quantum defences
with respect to workforce needs has many similarities to the rise of workforce requirements in artificial
intelligence (AI), a field that has taken more than 60 years to reach the frenzied state that we see today.
Moreover, it appears that AI is moving to even more significant growth with various national and
international state sponsored national programs and likeminded countries launching collaborations. This
demand is further enhanced with significant engagement by many startups and transnational
corporations across the world. Furthermore, several countries have recently launch major national
quantum industry development programs such as the US National Quantum Initiative.92
The Triangle Model, shown in Figure 22 (next page), reflects a generalized effort to describe the evolution
of workforce size and job diversity over time in respect to the development, deployment and use of
quantum-safe tools and techniques as a defensive approach to preventing quantum computer-based
cyberattacks. The horizontal axis is time, beginning at the left and flowing to the right. The vertical axis is
a way of showing the scaling of quantum-safe adoption, knowledge and awareness among key
communities and stakeholders including:
1.
2.
3.
4.

Research Community (R&D community),
Market Suppliers (SMEs, large companies, and consulting services),
Early Adopters (mission critical organizations),
Early Majority Adopters (early-scale corporate adoption along with emergence of professional
training),
5. Late Majority Adopters (wide scale corporate adoption).
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Quantum/Gov, “National Quantum Initiative: The Federal Source and Gateway to Quantum R&D Across the US
Government” (2021), https://www.quantum.gov/.

42

Quantum-Safe Cybersecurity Talent and Job Market Analysis (2020-21)

March 24, 2021

Figure 22: Generalized Model of Growth in Workforce Quantum-Safe
Knowledge and Awareness (Triangle Model)

The position of each block represents the temporal emergence and growth of workforce needs within the
column as quantum-safe solutions move from pure and applied research and development of advanced
skills, the little triangle, into a supply chain providing products and services designed to prevent quantum
computer hacking of classical computer systems as represented by Block 2.
The width of the triangle, Block 1, on the left grows over time with increasing numbers of qualified
instructors and researchers working in the field of quantum-based technologies. The main outputs from
this triangle are graduates with highly skilled expertise in quantum information sciences and new applied
quantum science and technologies knowledge resulting from scholarly research in universities and
government laboratories.
Block 2 represents the commercial development of quantum security-based products and services. With
the flow of time the number of personnel increases as does the diversity of technical job types associated
with product and service development along with the emergence and then increase in personnel in such
areas as sales and support among suppliers and service providers. This is followed by Block 3, which
reflects early adoption in mission critical needs for cybersecurity defence from the use of quantum
computers and associated hacking algorithms in such areas as state run signals intelligence agencies and
critical infrastructure such as financial and telecommunications systems. This is expected to be a gradual
growth in new workforce expertise in quantum-safe solutions, as well as the upskilling in quantum-safe
practices of some in the existing cybersecurity workforce. These users are the first wave of early adopters
of quantum-safe solutions.
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As the threat from quantum cyberattack increases, based on increasing malevolent exploitation of
classical computing systems, a more general adoption of quantum-safe approaches in mainstream
business and the public sector is anticipated as reflected in Block 4. This growth on the demand-side is
anticipated to require new qualified graduates from universities and colleges and further upskilling of the
existing cybersecurity workforce. This block represents the early majority in business terms as to initial
market growth.
The 5th Block represents the wide-scale corporate adoption of quantum-safe approaches, which is
anticipated to primarily lead to absorbing some new qualified graduates but primarily upskilling existing
job types such as classical cybersecurity specialists and enhancing the knowledge of those needing to
understand the value and use of PQC in protecting classical computer systems. This later group would
include management positions in IT departments such as cyber risk managers and systems administration
personnel, as well as more senior positions such as the CIO, CTO and CSO-like positions in large
corporations and public sector organizations.93 This block in business terms represents the late majority
of adopters of new technologies in accordance with business needs.
Collectively, Block 4 and 5 are initially dominated by awareness building and by a need to know and earlystage investigations based on business needs.
It is anticipated that the growth in the requirement for existing cybersecurity personnel with quantumsafe skills will see the most demand coming in the first three bands of the Triangle Model.
By the time quantum-safe becomes mainstream (e.g., columns 4 and 5 in the Triangle Model), the
workforce skill sets required to protect classical computer systems will be less demanding than in the
pioneering days, such as now. Once a diverse range of learning materials, algorithm sets, software tools,
and methodologies become available the growth in the PQC enable workforce is only expected to grow
modestly in terms of new PQC specialists from the education system.
The primary growth in understanding and spreading the use of PQC is expected to come from re-training
(e.g., certifications) of the existing cybersecurity workforce and upgrading awareness among management
layers that have a need to know. This is similar to the track record of earlier disruptive technologies like
AI. By the time that mainstream corporations embrace quantum-safe computing, as in Band 4 and 5.
Thus, the inherent assumptions in this model are:
(i)

(ii)

(iii)

In time there will be robust quantum computers coupled with quantum enabled hacking
algorithms (e.g., Shor’s algorithm for factoring and Grover's algorithm for searching an
unstructured database or an unordered list)
The need for PQC is likely to be first felt in mission critical operations such as key government
systems as well as in critical infrastructure such as energy systems, the financial sector, and
telecommunications suppliers and operators.
This hierarchy suggests that the appearance and need for PQC will not be a universal datelike issue such as the Y2K Problem.

In summary the core of anticipated quantum-safe job growth will be driven by an early start in preparing
the future workforce in ICT in general and cybersecurity in particular, and especially quantum-safe
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CIO - Chief Information Officer, CTO - Chief Technical Officer, CSO – Chief Security Officer.
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computing, with a national effort to increased and stimulate STEM education (e.g., K-12 and
undergraduate studies in universities and colleges). To support this will need to be coupled to institutional
efforts to attract both new professors and teachers as well as students to advanced study and research in
various faculties of universities and colleges.94
This increased capacity to understand and work with quantum-safe solutions will be further enhanced
with the availability of tools sets, standardized methodologies and PQC algorithms. By example, the
emergent state of AI has taken at least two decades to produce sufficient scale in a qualified workforce,
particularly in computer science and engineering and related areas in social sciences (e.g., ranging from
law to business schools).
The Triangle Model also can be used as a visual tool to see the placement of new and re-trained specific
elements of the existing workforce (i.e., cybersecurity personnel and their management layers). However,
as the quantum industry matures the expanding bands with time will require in the main less advanced
expertise in quantum-safe personnel than the first three bands as PQC-based products and related
services will become a standard addition to ongoing operational needs for most organizations.
In the United States, NIST has developed an extensive lexicon of job profiles with respect to cybersecurity
job types which currently does not include any specific jobs related to quantum-safe computing nor
quantum computing. However, NIST intends to regularly update this lexicon with new and revised
description as cybersecurity threats change. Consequently, in the future this evolving framework for
cybersecurity jobs is expected to include quantum-safe job profiles with respect to knowledge, skills, and
abilities, along the same lines as the current approach. The NIST defined jobs affiliated with workforce
needs as illustrated in the Triangle Model by the band number are shown in Figure 23. This does not mean
that all these NIST job titles, which are samples from the list of nearly 50 job types, will exist in every
organization in each band; however, it is indicative of possible jobs in these bands. Also note that many
of these job titles apply to varying degrees across several bands.

Figure 23: PQC-related Job Types per Band Number in the Triangle Model95
Column
No.
1

2

Job Types
Academic and government researchers in: quantum physics, mathematics,
computer science, logic, electrical - optical - systems engineering
Professors who teach in the above subjects
NIST types:
R&D Specialist, Software Developer, Cyber Instructor Curriculum Developer
Private sector researchers as in 1 plus business executives, entrepreneurs,
technical managers, investors, technical sales and support personnel
NIST types:
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The US National Quantum Initiative has a major component focused on K -12 STEM-oriented education beyond
the Student Work Placement Program within Canada’s National Cyber Security Strategy, noted above. Something
that Canada also should consider promoting for both quantum and other disruptive technologies such as artificial
intelligence.
95
Partially based on NIST classification for Cybersecurity and PQC Job Types at:
https://pdfs.semanticscholar.org/3c82/7d3a7196534a8e5109856fb5167637894ffa.pdf?_ga=2.81571927.19987741
59.1614805083-112944028.1614805083.
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Product Support Manager, Software Developer, R&D Specialist, System Test &
Evaluation Specialist, Security Architect, Enterprise Architect, Information
Systems Security Developer, Network Operations Specialist, System Security
Analyst, Cyber Legal Advisor, Privacy Officer/Privacy Compliance Manager, Cyber
Workforce Development Manager
More jobs like in 2 plus experts in client organizations such as mathematicians,
engineers and technical managers plus qualified PQC instructors in colleges and
professional certification experts in PQC
NIST types:
Cyber Intel Planner, Counter Intelligence Forensics Analyst, Threat Warning
Analyst, Cyber Operator, System Test & Evaluation Specialist, Cyber Instructor,
Risk Management, Enterprise Architect, Information Systems Security Developer,
Network Operations Specialist, System Security Analyst, Cyber Legal Advisor,
Cyber Instructor Curriculum Developer, Privacy Officer/Privacy Compliance
Manager, COMSEC Manager, Cyber Workforce Development Manager
Primarily customer supported by vendor sales and technical support personnel
and increasing number of private training and certification courses
NIST types:
Security Architect, System Test & Evaluation Specialist, Risk Management, System
Security Analyst, Enterprise Architect, Information Systems Security Developer,
Network Operations Specialist, System Security Analyst, Cyber Instructor
Curriculum Developer, Cyber Legal Advisor, Privacy Officer/Privacy Compliance
Manager, COMSEC Manager, Cyber Workforce Development Manager, Cyber
Instructor
Primarily sales and technical support in retail plus consulting services by qualified
cybersecurity professional with various levels of expertise in PQC plus legal
services & law enforcement
NIST types:
Technical Support Specialist, Cyber Crime Investigator, Law Enforcement
Specialist, Cyber Workforce Development Manager

Given many of the anticipated users of quantum-safe solutions will be large corporations (i.e., Block 4 and
5), it is useful to appreciate how these corporations make technology decisions. To that end, Gartner
Group,96 an American ICT consultancy and market assessment organization, worked with IT professionals
from 438 organizations with revenues over a billion dollars, to collaborate on Benchmark Adoption Plans,
Anticipated Value assessments and Risk for 111 Infrastructure and Operations (I&O) Technologies broken
down into six categories as follows:
1.
2.
3.
4.
5.

Security
Digital Workplace
IT Automation
Storage & Database
Compute Infrastructure & Platform Services; and

96

Gartner, “Emerging Technology Roadmap for Large Enterprises,” (2020),
https://www.gartner.com/en/doc/2020-2022-emerging-technology-roadmap-for-large-enterprises; “Emerging
technology Roadmap for Midsize Enterprises” (2020), https://www.gartner.com/en/informationtechnology/trends/midsize-enterprise-emerging-technology-roadmap.
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6. Network.
Each of these 111 Infrastructure and Operations technologies, were further broken down against a
business process consisting of: monitoring, planning, piloting, and deploying as a standard way of
introducing and deploying new technologies for corporate use.
This is typically a two-year forecast, so it falls short of anticipated impacts of quantum-safe solutions.
Thus, none of the six technology categories has any reference to quantum nor post quantum in their
technology evaluation scheme. However, what is important to recognize is that large corporations have a
procedure for evaluating and deploying new technologies to meet business needs. When quantum-safe
solutions become a factor as an input to consider in these large organization, they will more than likely
flow through a process like the one summarized above.
This type of process is not expected to cause a significant increase in new specialist jobs per se, but rather
a diversification in knowledge regarding quantum-safe practices, tools, and methodologies. In the early
years of deployment of quantum-safe solutions, columns 4 and 5 are primarily about building awareness
followed by monitoring, planning, piloting and finally deployment, a process that will vary in time
depending on business needs and known vulnerabilities to the business.

47

Quantum-Safe Cybersecurity Talent and Job Market Analysis (2020-21)

March 24, 2021

Part 4: GACG Interviews with Leading Government, Academic and
Industry Partners
Global Advantage Consulting Group conducted a series of 11 interviews with leading academic, private,
and public sector cybersecurity experts with advanced knowledge of cryptography in order to ascertain
the potential impact that post-quantum cryptography (PQC) may have on the Canadian labour market.
Interviewees were provided with a brief introduction and background information as well as an initial set
of questions to frame the discussions.
Interviews lasted approximately 1 hour and were conducted on a non-attribution basis with responses
reported in aggregate or anonymized as appropriate. Interviewees were also offered the opportunity to
explore any issues relevant to the discussion that had not been raised directly.
A total of 11 interviews were conducted (of 15 invitations). Interviews represented the private sector (5),
government (3) and the academic community (3).
The interviews sought to obtain the expert-level assessment of the impact that PQC will have on the
cybersecurity ecosystem, with a focus on the development of a significant and sufficient cadre of cybersecurity experts with quantum-safe skills. Provided interview questions included:
1. How would you characterize Canada’s current level of awareness, knowledge and preparedness
for post-quantum cryptography?
2. How would you assess the impact that post-quantum cryptography will have on Canada’s
cybersecurity ecosystem (from the demand for solutions and services to the requirements for
preparedness)?
3. Is this an evolutionary or revolutionary change?
4. What do you anticipate being the time frame where there will be a growth, or surge, in the
requirements for personnel with specialized knowledge and skills?
5. What are the requirements for talent across the spectrum of employment within the
cybersecurity ecosystem?
6. How can the Canadian education, training, and skills development system meet the current and
projected workforce demands?
7. Are there any recent work force assessments, forecasts, or analyses that you can share with GACG
for the purpose of this study?

A multidimensional problem crossing academic, technical, business, and change
management
Overall, the discussions were framed within existing and continuing cybersecurity challenges,
requirements, and labour force shortfalls. “Cybersecurity is not a balanced game; we are always playing
catch and most organizations are not meeting their regular minimum cyber hygiene requirement.”
Differentiating level of sophistication of an enterprise (spectrum on knowledge, expertise, and potential
impacts) is important in understanding the levels of awareness and potential impacts.
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Despite the capabilities of post-quantum cryptography, regular cybersecurity hygiene remains a
fundamental imperative for organizations. In 2019, 62.9% of private sector organizations noted how
employees used personally owned devices (smartphones, tablets, laptops/desktop computers) to carry
out business-related activities, which has decreased from 66.3% in 2017. Mid-sized and large employers
have a higher concentration of the use of personally owned devices than small enterprises, with 66.8%,
63.3 and 62.1% of organizations indicating that employees use personal devices to carry out business
activities, respectively.
“Overall, it is impossible to talk about post-quantum cryptography without understanding crypto in
general – there is already a skills shortage in the cybersecurity realm in general, and cryptography is a part
of it experiencing a skills shortage as well.”

Awareness
There was consensus amongst respondents that Canada is potentially more prepared than other nations.
The leading research in Canada, and early warnings about the looming threat of quantum computing and
post-quantum cryptography (PQC) implication, indicates that “we are not laggards but one of the leaders”
when it comes to preparedness. Canada may well be in position to play a unique role in PQC preparedness.
The depth of understanding among “highly regulated industries such as banks is greater than less
regulated areas in ICT” and these institutions have begun to recognize the threat and have budgeted
resources towards understanding the issues. The finance sector in Canada is seen as better organized than
other nations and that the five major banks, while not necessarily technology leaders, are organized and
will provide an example for others. This position is underpinned by the interest of the Bank of Canada
that is aware of the threat and has undertaken projects to address the threat and preparedness.
While over 35% of all enterprises do not have a single employee completing regular tasks related to
cybersecurity, this figure decreases significantly for the finance and insurance sector, where only 17% of
businesses do not have designated cybersecurity personnel. When factoring in enterprise size, moreover,
93.4% of employers with more than 250 employees have designated cybersecurity professionals.97
The impact of PQC will vary considerably across the span of organizations to be considered. Enterprises
where security is central to operations and trust (government, banks, financial system, highly integrated
networks such as critical infrastructure) will be affected differently than small and medium enterprise who
do not even have a cybersecurity team and obtain their capability through service vendors and off the
shelf software solutions.
“You start by looking at it by industry, certain are more strategic in their approach to things than others –
Financial services have a longer timeline and has a more balanced approached to risk, they want to know
what the nature of the risk is and how much it will cost to address it and how much it would cost to ignore
it.”
97

Statistics Canada Table 22-10-0129-01, “Number of employees that complete tasks related to cyber security by
industry and size of enterprise” (2019),
https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=2210012901&pickMembers%5B0%5D=3.52&pickMember
s%5B1%5D=4.4.
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“Governments are looking at the issue seriously – national security is protected or not, cannot lose any
secrets, but governments are subjected to politics – if it became a public issue then political will for this
issue would be high.”
“However, as one moves away highly regulated industries, the awareness drops off considerably. This is
an overall challenge as other sectors have sensitive information, such as the health care sector, and have
been subject to repeated cybersecurity attacks.”
There are major gaps in awareness, security, and ability to invest in capabilities, both people and
infrastructure, in order to manage this upcoming challenge. Outside of a specialized community “crypto
is like plumbing and taken for granted.” “Most people do not realise how dependent they are on
cryptography. Crypto is not just something for big industry, but it effects individual people’s privacy and
security – cryptographic tools are crucial.”
The Canadian Internet Registration Authority’s annual survey of 500 Canadian organizations (with a
minimum of 50 desktops or mobile users), 67% stemming from the private sector and 33% from the public
sector, assessed the levels of awareness and degrees of response to cyber threats in 2019. Of the surveyed
organizations, 71% reported experiencing at least one cyber-attack. Despite 96% of organizations
recognizing that cybersecurity awareness training was at least somewhat effective in reducing incidents,
only 41% have mandatory cybersecurity awareness training for all employees.
Problematically, 43% of these organizations were unaware of the Personal Information Protection and
Electronic Documents Act’s (PIPEDA) mandatory breach reporting requirements. Organizations subject to
PIPEDA are required to report to the Privacy Commissioner of Canada any breaches of security safeguards
involving personal information that pose a real risk of significant harm to individuals. Ultimately, while
technical solutions are important, “the best layer of security for any organization are cyber-aware
employees.”98
Awareness of the risk and threat is essential at the executive and board level, however emerging at the
middle management and technical branches in organizations. This creates a requirement for appropriate
communications with executive levels to align business plans and investments in a timeline able to proactively address the PQC environment.
Canada, from a national security perspective, is emerging as leader in quantum technologies, computing,
and the implications of PQC. Canada has a Cybersecurity Centre able to provide guidance to both the
government and to Canadians. It has increased its outreach to ensure that the “problem is understood
and what communities may be affected.”
However, it was also observed that the internal knowledge and planning within the Government of
Canada (GOC) may not be advanced. “What is disappointing is that these national organizations are not
really helping the rest of government” and “departments and agencies seemed to be siloed.” It was felt
that the GOC continues to be reactive and not proactive in terms of mandating standards within its own
activities, within procurement, and across government departments.
98

CIRA, “CIRA Cybersecurity Survey 2019” (2019), https://www.cira.ca/resources/cybersecurity/report/2019-ciracybersecurity-survey#key.
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An important signal to the ecosystem as to the seriousness of the quantum challenge was when NIST
started to look for post-quantum cryptographic standards. It increased the awareness of the challenge.
Europe has begun to look for quantum-safe infrastructure and the threat of quantum is being taken
seriously and solutions, whether QKD and/or PQC.
These questions are appearing in supply chain discussions. Vendors are being asked to consider how their
products and services will address PQC, how the vendors will assure quantum-safe products and how that
this transition will be realised.
The NIST moment will shift the overall ecosystem from recommendations to mandated requirements
particularly within national procurement systems.

Event Horizon and Impact
None of the respondents were willing to firmly identify a timeline but were comfortable in outlining a
period of measured preparedness over a 5–7-year horizon. Within 5-10 years there was some consensus
that the requirement for actual plans, investment, and adoption will be required.
When asked to consider whether the impact of PQC on cybersecurity would be a revolutionary or
evolutionary change, one respondent identified more clearly why the impact would be more significant
than other changes.
“I lean more to panic end, not complete panic today, but the problem with post-quantum is that the things
that are directly affected are the things that are most critically important – everything to do with digital
signatures and critical key protocols/ key agreements and authentication – which is the foundation of
everything we do online.”
In the quantum realm, there is an evolving threat that is dependent on critical breakthroughs and
implementation of quantum computing technologies. The breakthroughs will not necessarily be linear or
predictable. Not only could there be little warning, the major investments by nation states, where
countries like China are so focused on this technology, means that “if someone develops one of these
(quantum computers), they will keep it secret.”
The questions as to whether this represents another Y2K event was examined in several interviews. There
was consensus that while we need to be ready, PQC is different than Y2K in that for Y2K, there was a very
defined target date for preparedness and solutions were available. “For PQC, there is also not an end date
for quantum computing thus we have to build this for the long term and not to satisfy one date.” Further,
in Y2K there was “no exogenous threat actor.”
This is also a different type of threat requiring a whole of government approach and industry collaboration
to deal with “an order of magnitude problem that has not been seen in the computing industry, ever.”
“Industry, even banks who do it best, will not do this until someone says to.” While both compliance
programs and industry regulatory bodies have a role, other de facto standards bodies, such as Google,
can dramatically accelerate the requirements to migrate to a quantum-safe business environment. This
sentiment was repeated as Google was a “forcing function – interoperability is an enormous forcing
function.” While large enterprises will have to conduct in-depth audits for internal operations, the

51

Quantum-Safe Cybersecurity Talent and Job Market Analysis (2020-21)

March 24, 2021

pervasive nature of connected commerce, and thus interoperability, will be a major forcing function. The
financial sector in Canada, as an early adopter was a specific forcing function in Canada.
For PQC, the focus has been “encouraging people to understand that this is about the future and being
ready to transition but that there is an availability problem - the transition tools are not available yet.” It
is anticipated within a year, standards will be available and that these standards will enable enterprises
to undertake development, testing, certification, and adoption, “because the standardisation practice has
not been established, any implementation is more experimentation.” Nonetheless “the experimentation
effort needs to start now as you cannot afford to do so in 10 years.”
Quantum can be looked at from two perspectives, cyber for corporations and the opportunities cyber
brings for companies providing services.
Respondents saw a clear differentiation between different sizes and sophistications of organizations that
will be impacted by PQC. Small to medium business who have a “Vanilla system”, who largely outsource
their IT support, will require some on site knowledge. The impact will increasingly be minimized because
of cloud infrastructure that takes most of the burden thus the crunch will not be a tight as Y2K – there is
not a definite drop-dead date. If you miss the date by a month or a year, it should still be okay unless there
is an enormous breakthrough. “Service providers already have the people with the required skills to make
the transition work and this constant improvement is built into their business models and services.
In 2019, the main reasons Canadian enterprises spent time and money on cybersecurity were to protect
the personal information of employees, customers, or partners, followed by preventing fraud and theft
and protecting the reputation of the business. On average, employer expenditures on cybersecurity
amounted to $699,000, $74,000, and $11,000 for large, medium-sized, and small enterprises in 2019,
respectively. 99
At the other end of the spectrum, banks, financial institutions, or telco shops that have their own IT and
own their infrastructure, the transition will be a lifecycle management problem and any big surge will be
more difficult.
Organizations with “intricate infrastructure” are aware and are planning, but, as in past crypto transitions,
“people forget about where everything is over time. If you need to update a lot of infrastructure, you begin
to lose track where all these pieces are. Industries with a lot of solid engineers and strong cyber and crypto
specialists, it will be the backward analysis to say where everything is and how it should be fixed – forensic
analysis of the infrastructure. “
Respondents were also clear in identifying that there could be a greater complexity and impact across the
IT as result of PQC. Respondents identified that what significantly differentiates current requirements
from 2000 is the now pervasive reliance on a resilient internet infrastructure, embedded software,
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Statistics Canada Table 22-10-0056-01, “Main reasons enterprises spend time or money on cyber security by
industry and size of enterprise” (2019),
https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=2210005601&pickMembers%5B0%5D=3.1&cubeTimeFra
me.startYear=2017&cubeTimeFrame.endYear=2019&referencePeriods=20170101%2C20190101.
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communications, control systems that will make the task of network audit analysis exceedingly difficult,
“particularly IoT crypto in critical infrastructure that has a 100-year shelf life.”
A respondent also highlighted the intersectionality with other systems, such as the employment of AI in
the analysis of big data. Trust in the data source and integrity is at the core of these systems further
expanding the system audit requirements for vulnerability and resilience.
“PK (public key) crypto provided a secure mechanism but required less forethought and background and
just infrastructure – asymmetric crypto relies on mathematically difficult problems that quantum
computers can solve. Our entire digital economy is based on this security mechanism that is flawed.”
The challenge is considerable for higher sophisticated enterprises and encompasses the “business
perspective, technology management, people and process” that goes beyond technology and has a major
change management component.
Major institutions, such as banks, are at the forefront and have begun to undertake “sizing exercises” to
assess the impact of PQC. It is already emerging in these projections that “the people and processes will
be the bigger cost estimate” because of a “domino effect that we do not necessarily see with technology.”
Enterprises with massive infrastructures will have major legacy challenges and ongoing compatibility
issues.
There will be a “massive infrastructure refresh exercise for practical reasons because the legacy systems
will not be able to handle quantum, period.” The notion of security will fundamentally change with
quantum as “everything that was good enough before is not anymore.”
Although it does not provide a perfect parallel, lessons from the transformative moment that Y2K proved
to be in terms of infrastructure upgrades can be drawn upon for post-quantum cryptography. The United
States' Commerce Department estimated that $100 billion would cover the US’ cost of testing and
repairing computers vulnerable to the Y2K problem from 1995 to 2001, with Worldwide estimates at
upwards of $600 billion to $1 trillion.100
Though Y2K is dissimilar to the threat of quantum computing as there is no definitive moment in time
when the necessary arrangements would need to be in place, the threat and the impact of quantum
computing is fundamentally in the hands of threat perpetrators. Canada needs to be able to defend
against these threats.

Opportunity
Respondents were also eager to ensure that this area was not seen as solely one of risk and threat. Canada
is in an excellent position to monetize its research and awareness advantage as well as capitalize on its
international position of trust. “Russia is out, China is out, the UK is distracted with BREXIT” and because
of recent politics, the US brand has also been devalued.
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Rajiv Chandrasekaran, “Y2K Repair Bill: $100 Billion,” Washington Post (2019),
https://www.washingtonpost.com/wp-srv/WPcap/1999-11/18/077r-111899idx.html#:~:text=The%20federal%20government%20has%20estimated,problem%20from%201995%20to%202001.
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Respondents also addressed the need to differentiate between the two major branches of quantum, PQC
(software based) and QKD (hardware based), and their paths for development, and their impacts. These
two fields, while complementary, have different requirements and serve different purposes. Increasing
the awareness of the threat also requires an understanding of the solution options and ensuring
appropriate recommendations. “Post-quantum crypto, development and implementation of software
algorithms than can run on today’s computers, which requires an understanding quantum concepts and
implementing them on today’s computers.”
QKD – physics aside – is specialised quantum hardware for establishing a key between parties (hardware
focus requiring advanced degrees). “Building devices that have high performance and good usability,
hardware in QKD space, big opportunity for small to medium business to jump in there and do fantastic
things” (but not necessarily for banks or what not).
There is a need to differentiate between two paths of quantum development.
There are a couple opportunities and requirements for governments to incentivise this market, through
early procurement and acting as trusted player. First through Shared Services Canada101 who can “create
an institution and a whole government approach on cybersecurity” and “acting as an early adopter with
some force.”
“Secondly the government itself needs to get around the idea that we have to make it easier for Canadian
companies to be able to sell into the government. Most companies in it (the cybersecurity and PQC
development) are small and will not be able to compete by name alone – even if the Canadian company
had a superior product. The risk of going to a large US firm is less than that of going to a small Canadian
company, on an individual risk level. But if we want to show leadership and nurture capacity in country –
government must be willing to take a larger risk on its decision making and buy Canadian. This is a political
decision by the government to increase their risk tolerance in this space to nurture and benefit from
quantum opportunity in Canada.”
Respondents outlined the economic development potential of developing solutions and services for PQC.
They also emphasized the role of government is not passive and needs to play substantial leadership roles
in developing both standards, to protect the Canadian interests as well as the policy and program to
enable exports. “This is an area where government can provide early leadership and build up capacity on
the non-government sectors.”
Canada has “a quality crypto reputation, our temperament as individuals and a society is important to the
maintenance as a trusted counterparty. Why are they so strong? Department of Finance and BoC, OFSI,
Payments Canada ensure a macro credential regime – driven down to execution tactics that results in the
ability to verify that the necessary principles have been administered. There must be a national strategy
for trust in connected systems in Canada with an oversight industry that mimic our rigour of the financial
industry.”
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While the respondent spoke specifically about Shared Services, it is believed that there was a broad reference
to the need for a whole of government approach involving all strata of federal jurisdiction such as Treasury Board
and the Chief Information Officer.
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“By providing early adoption and leadership on Canadian products, they will lend credibility to exporting
products from the private sector.” “There are significant economic and commercial opportunities here, but
we need to get going fast.” There is a whole of government approach required, particularly since there
are major competitors emerging (Germany, UK, and France) on the opportunity side, and players such as
China and Russia on the risk side.

Change Management
At the executive and board levels of major enterprises (ICT, finance, banking, infrastructure), PQC is seen
as a “change management exercise” whereas at the technical levels, the understanding of the impact
throughout an organization’s operations and infrastructure is recognized, the extent of change across
hardware and software.
“The challenge is the language, you want action without panic – low-probability high impact environment,
but this is not a classical vulnerability concern. The geopolitical forces to cause a threat to our crypto are
permanent and not going away, and they are spending billions on this endeavour. “
Board awareness of the impact of cybersecurity is “at best two years old” and the “smaller the company,
the lower the awareness.” Boards had assumed that “cybersecurity is around the corner” but now are
starting to see an impact on operations and are seeing cyber “more of a business risk rather than just
another IT issue.” “Overall crypto drops down in company interest and is pushed around the corner as an
IT problem” and the broader business opportunities will need to be emphasized to attract positive
attention.
The emerging requirement is the ability to frame the impact, in business terms that would resonate with
boards and executives within their business and planning cycles, to undertake needed changes in a timely
and measured manner. The lack of a defined event towards which management can develop tangible
plans is an ongoing challenge. Communications need to balance the possibility that “things could come
sooner than you think” with a risk that “quantum computers do not happen for 30 years because of
technical or physics problems.”
An important element is to convey the damage that a quantum computer can do to an organization,
recognizing that the “damage will not begin on the day ‘they’ get the computer but that ‘they’ can be
getting the data now and storing it” until quantum computing allows for decryption and exploitation. A
real risk are the data sweeps underway now.
“Message to corporations – some of this is scary to deliver, but it can be softened by the idea that PQC
will come in software toolkits that you just call – the impact does not have to be as big as it seems –
library does all the hard work for you, does not have to be huge infrastructure impact that it sounds
initially.”

Education, Training, and Development
Overall, respondents recognize there is already a huge talent shortfall and the requirement for a surge in
cybersecurity specialists. “Mostly people are desperately looking for cybersecurity specialists, but if they
have quantum skills and knowledge that is great. Many organizations are aware of the issue and
incorporate some amount into their training.”
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In 2019, Cybercrime Magazine noted how only 3% of US undergraduate students finish school with
cybersecurity related skills. Globally, Cybersecurity Ventures estimates that there will be 3.5 million
unfilled cybersecurity jobs in 2021, which represents a 350% growth in open cybersecurity positions from
2013 to 2021.102 In the Canadian perspective, organizations will need to immediately fill an estimated
8,000 additional cybersecurity positions in 2021 alone to address current shortfalls without any
consideration of post-quantum cryptography.103
Respondents were not able to directly forecast what would be the requirements for new jobs however
were clearer in expressing that there would be an increased requirement for security awareness
amongst IT professionals and that there would be an increased requirement, in terms of %, of personnel
having knowledge and expertise in post-quantum operations and cryptography. However, based on
the breadth of opinions expressed in the interviews, and the timeline for the development and
implementation of solutions, this did not necessarily reflect an increase in employment as much as the
need for personnel within the system to be trained and a change to the source of service providers. The
requirement for development and training of cybersecurity professionals is no longer siloed into single
disciplines traditionally supported in Canadian and US universities, namely computer science, engineering,
and mathematics. The need for multidisciplinary approaches, from being able to communicate and
influence business investment decisions, to understanding the impact on people and process, identify
requirements for training and education along multidisciplinary lines to enable the needed change
management.
University respondents indicated that currently the focus is on development of cybersecurity expertise at
the graduate level. At the undergraduate level, most students will have had some exposure to both
security and cryptography. The push for more security awareness is a university focus and extends to
disciplines beyond traditional computer sciences and engineering.
“There is a need for people who understand the technology and the business implications” of the PQC
world and “who are able to take the discussion from the server room to the board room.” The greater
areas of knowledge will be at “system design levels.” They may not need a quantum mechanics course;
however, network architectures will need to know where quantum-safe is required at the core and where
quantum-safe and other elements can be combined.
The business transformation elements of change management though can start to be included into
undergraduate programs. It is also important to continue a focus on the human element, cybersecurity
“weakness is seldom in cryptography and almost always involves people and their behaviours.”
Universities are ramping up their technical content in programs at the masters and PhD levels. Currently
PQC is not a significant part of undergraduate levels training, often being introduced in 4th year courses.
At the graduate level, sometime is dedicated to examining post-quantum crypto and its implications.
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There will be an increased demand from the current cybersecurity professionals for ongoing education.
Universities reported that they are developing programs targeting industries where, through a focused
course program, employees can get the cybersecurity training needed. These programs take the form of
micro credentials and revamped certification courses.
At a bank enterprise level, approximately 200 people may be involved within its cyber and information
security branch. Of these, approximately 5% act as internal consultants and would need overarching
expertise and knowledge of PQC impact at a macro level. However, for the rest, understanding the
quantum threat and impact across the entire organization is more critical, requiring an understanding of
systems and threats at a micro level. In sophisticated organizations, the “upstream and downstream
dependencies” of processes, systems, software, and hardware and security are major challenges.
Across a typical workforce, there is a mix of skill sets and educational training. In an advanced, research
focused ICT enterprise, perhaps 60% of the workforce had undergraduate credentials and 40% masters/
PhD. For a more typical corporation, perhaps only 10-20% with PhD and masters levels.
In the short term, larger enterprises will be growing their own internal workforce and augment capabilities
by undertaking extra development and training. There is already a shortfall of graduates and no
immediate pool of qualified people to draw from. However, the bulk of companies are down at the small
size level thus the ability to both retrain and reach out to bring in expertise will be essential. Companies
are increasingly reliant on managed service providers.
Perhaps the single greatest area of consensus amongst respondents was the importance of re-training
and education of the existing workforce. Any transition will be managed by those with experience within
the existing workforce because the “timescale to bring in fresh graduates into the system will take too
long.”
Surprisingly, several respondents reported that it may not be evident to incoming students nor to
universities that there is a shortfall of qualified graduates and that the labour and employment
opportunities are expected to continue to grow significantly. Some respondents reported that they saw
universities being “reluctant to put programs together unless students see the job potential at the end of
the degree.”
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Part 5: GACG Conclusions and Recommendations
Conclusions
“Revolutionary today, evolutionary tomorrow”
The study was conducted by Global Advantage Consulting Group (GAGC) and supported by information
and data obtained through publicly available open-source data and person interviews.
GACG examined the status of the current and future Canadian talent pipelines, skills need and developing
job market for quantum-safe cryptography including research, development, commercialization and
implementation of required capabilities and technologies.
The analysis and forecast results in this study are based on the available and relevant numerical
information (both present and historical) and operates under the reasonable assumption that at least
some aspects of historical patterns will persist into the future. It also is supplemented by structured
interview information gleaned from both the literature as well as in person interviews of qualified experts
in cybersecurity fields.
The advent of widespread, commercially available quantum computers able to defeat current
cryptography has been characterized as a “Y2Q”, a moment akin to Y2K. Like Y2K, the manifestation of
the quantum threat will have a seminal impact on ICT; however, unlike Y2K there is no defined event date,
the solutions and tools are still being developed and standardized, and the threat comes from malicious
actors and not embedded hardware and software limitations.
Even though timelines are becoming more foreseeable, the event horizon with respect to the emerging
threat, the promulgation of accredited and standardized PQC tools, and expected time to achieve
widespread adoption beyond national security and critical infrastructure jurisdictions, means that the
event horizon will likely unfold over as many as two decades. For enterprises, large and small, that already
deal in rapidly evolving ICT and e-commerce environments, this implies that multiple generations of
software, systems, equipment, products, and services will need to evolve, in addition to qualified and
certified workforce personnel ranging from technical experts to general management.
Determining when migration to post-quantum cryptography will be required involves several initial steps
to develop migration roadmaps. These include embracing the appropriate time-relevant international ICT
standards and then identifying and applying these to a priority list of critical applications and protocols
that impact both the enterprise and its sector-wide level within the national economy. For this study,
there is no historical information available as quantum readiness is still in its early stages of development.
Further, it was not possible to disambiguate the direct impact that the transition to PQC will have on the
existing cybersecurity market, products, and services as well as the current and future cybersecurity
workforce. Cryptography is an existing business line within cybersecurity; thus, GACG does not believe
that the shift to PQC products and capabilities will render obsolete the existing cybersecurity workforce.
GACG also considers that there will be an initial shift in service provider offerings targeting corporate risk
assessment and management, and the conduct of audits of cryptographic vulnerabilities with current
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cybersecurity product providers over time moving to include PQC in their offerings. In addition, there is
expected to be an increase in new entrants specializing in quantum-safe products and services.
To assess impact on the labour market and skills that PQC may have on the Canadian cybersecurity market
and workforce, GAGC conducted a quantitative assessment with available data and a further extensive
qualitative assessment based on other strongly associated markets (cybersecurity and quantum
technologies). These assessments were corroborated with an extensive open-source literature review.
The dominant analysis with respect to growth in labour markets is represented by the broader quantum
technologies and cybersecurity markets; PQC was found to be a sub-element of a larger cybersecurity
market experiencing a major labour capability gap.
Through our review of the literature and in our expert interviews, we assess that there will be an increased
need for new course materials, training, and development programs such as certification programs GACG
examined skills, training, and development within the Canadian education and development system, the
national and international certification process, and the more detailed NIST analysis of knowledge, skills,
and activity requirements within the current cybersecurity workforce.
GACG found that with respect to knowledge, there must be a graded approach from the top down and
the bottom up. The top comprises existing and new management and supervisory positions in the
workforce that need to be made aware of the implications and actions required to create a quantum-safe
environment and to develop plans to address quantum-based cyber threats to their operations and
strategic business directions.
From a skills perspective, the primary focus is on the bottom-up side, with existing and new cybersecurity
personnel being skilled in or re-skilled in aspects of the quantum threat and PQC that are relevant to their
specific business line. As one moves up the line and with time the degree of specialized technical
knowledge will decrease and awareness and understanding of risks and timelines required to minimize
risk will become increasingly important as the event horizon approaches. It is expected, based on similar
patterns seen in the implementation of other disruptive technologies (e.g., artificial intelligence), that
software tools, methodologies, and service offerings will encapsulate highly skilled knowledge into
commercial offering that management will acquire on the recommendation of informed cybersecurity
personnel, be they in-house or independent assessors.
Thus, the primary new skills required will mostly apply to the existing cybersecurity workforce and new
recruits. The existing workforce is expected to gain its new PQC skills through upgrading certifications
through accredited credentialing services. However, new recruits with university and/or college level
knowledge and skills will be dependent on the education system recognizing and adjusting course content
to address cybersecurity, including quantum-safe practices.
Based on this GACG analysis, there were no specific findings that related to addressing the knowledge,
skills and activities requirements outlined above regarding the adoption and use of quantum-safe
approaches; as it seems clear that business models to generate quantum-safe certifications, courses and
the like are not profitable yet as the demand for specialized PQC skills is limited to few organizations
beyond graduate and post graduate studies in specialized units at universities, companies offering
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quantum-safe products/services, and high value government and private sector infrastructure suppliers
and operators. This is all expected to change as the event horizon approaches.
GACG conducted eleven interviews, which sought to obtain the expert-level assessment of the impact
that PQC will have on the cybersecurity ecosystem, with a focus on the development of a significant and
sufficient cadre of cybersecurity experts with quantum-safe skills. There was a significant spectrum of
opinions as to the urgency of the process and the impact on the labour force in terms of both skills and
numbers of personnel required.
From a skills perspective, a consensus developed among the experts interviewed is that for the
foreseeable future, the initial stages of PQC will rely solely on highly qualified personnel with advanced
post-secondary degrees, most of whom already operate within the cybersecurity/cryptographic
ecosystem and will require some form of retraining. The goal, however, is to take the advanced knowledge
and technical requirements involved with PQC and distill it down to transmissible, fine-tuned
methodologies that are both teachable and verifiable to a technical group at lower educational levels.
The interviews showed that there was increasing awareness of the challenges and opportunities for postquantum cryptography. However, the level of urgency and the potential impact varied considerably across
both the experts interviews as well as within the literature reviewed. Experts agree that regardless the
threat time horizon, awareness about both the threats and opportunities associated with quantum
computing and post-quantum cryptography needs to increase among government and industry decision
makers.
On one end of the spectrum, the threat of quantum computing represents a revolutionary change for the
underlying cryptographic infrastructure currently deployed across government and industry, requiring an
immediate complete-systems overhaul. On the other end of the spectrum, the transition to quantumresilient cryptographic solutions will unfold in an evolutionary manner, beginning in government and
strategic financial institutions before trickling down to other users. The majority of interviewees and
prevailing literature tended to support the latter scenario, that PQC will represent an evolutionary change
to the current cryptographic protocols, particularly once certified and accredited tools become available.
The experts interviewed saw the requirements to address the threat from quantum computing and the
implementation of PQC products as part of a broader and pervasive challenge within cybersecurity. The
high and ongoing degree of uncertainty as to widespread availability of quantum computers capable of
defeating current algorithmic protection is the most significant unknown, both in time and capability.
In the current context, PQC is seen as a revolutionary transition because of the many uncertainties
surrounding quantum computing and quantum-resistant cryptography. Although, as the timeline unfolds,
beginning with the release of the NIST algorithms (expected in 2024), the transition will begin to look
more evolutionary as new cryptographic solutions, products and services are implemented to address the
quantum threat.
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Recommendations
PQC needs to be positioned not as a singular solution, but as a critical element of an ongoing, persistent,
and expanding cyber threat environment. Truly, this represents a multidimensional problem crossing
academic, technical, business, government lines and their associated risk and change management
processes.
The immediate requirement is to ensure that the risks and challenges can be communicated to boards of
directors and C-suite executives and down line management of major enterprises so that measured plans
and investments can be undertaken in a timely manner.
The impact is not necessarily on job growth, or even a short-term surge as PQC products are developed
and deployed, as much as it is on ensuring that the negative impact of the quantum threat on today’s
modern e-commerce-based economy is not realized and that Canada is positioned for leadership to bring
forward the next generation of quantum-safe capabilities as both a supplier and consumer to domestic
and global markets and alliances.
Ongoing awareness development can be achieved in many ways such as through both technical and
management conferences. Through publications in a sufficiently widespread range of technical and
management journals and media outlets by various pioneers in promoting preparedness for quantumsafe computing. Educational institutions be they universities, colleges and certification organizations need
to monitor quantum computer and quantum-safe developments in order to develop offerings in sufficient
time to enhance the cybersecurity workforce and the need-to-know management layers of their
organizations.
The federal government must play a central role in addressing ways and means to fill the needs and closing
the gaps noted above. This would start with taking a leadership position though various means including
highlighting the role of PQC in the National Cyber Security Strategy and collaborating with like-minded
governments in creating international collaborations on such things as the NIST and NICE workforce
initiatives referred to earlier as a common framework for advancing the cybersecurity industry. Foremost,
the federal government must be in the vanguard of quantum-safe procurement, acquiring and deploying
PQC products and services to ensure a quantum-safe federal institution.
The government also can mount programs and initiatives that challenge target communities to respond
to PQC needs and preparedness (e.g., new granting council funding and competitions in quantum-safe
computing; new industry assistance activities to assist in awareness of the quantum threat and planning
for the transition to PQC), and continuing to prepare governments in Canada, (e.g., cities and provinces)
and critical infrastructure communities to plan for a post-quantum world over the coming decade or so.
Moreover, the federal government, working with the provinces and territories could launch broadly
considered campaigns to attract more teachers and student to STEM subjects in the K-12 schooling
system, with a view to encouraging students in their later high school years to pursue continuing studies
in STEM-related subjects with a view to attracting them to areas such as cybersecurity and post-quantum
cryptography.
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A key to helping organizations develop risk assessment, forensic audits and quantitative assessments of
the timing and costs of transition to a quantum-safe environment will come through engagement
organizations and economic actors across the spectrum of the national economy led by the by the
Canadian Government. This can be undertaken in partnership with the research community, educational
institutions, cybersecurity, and post-quantum industry players, including ICT industry associations. This
fundamentally requires a strategically focused communications strategy and messaging campaign in the
near term to ensure that the needed risk assessments in particular are conducted, and enterprises can
appropriately plan their investments and transition strategies.
It also is recommended that certification bodies begin immediate planning for the development of PQCspecific certifications as well as changes to existing certifications to assist those already employed in the
workforce the opportunity to expand their PQC knowledge and skills. Within the federal family, the
Canadian Security Establishment in partnership with Employment and Social Development Canada could
lead this engagement with skills certification and cybersecurity accreditation organizations.
In the near term, 2-4 years, efforts should be directed to ensuring that the potential impact on the
Canadian economy is well understood across federal, provincial, and the private sector. While there will
be some direct employment outcomes from the development and implementation of PQC products and
services, and perhaps from some early work on risk assessment and management, it appears unlikely to
keep up with the ongoing growth of the cybersecurity and quantum-technology sectors until the economy
is ready for a carefully managed transition to a PQC enabled quantum-safe state.
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Annex 1: Cybersecurity Industry Taxonomy104
Cybersecurity Industry
Sub-sector
Compliance Audits and
Program Development,
Strategy Development,
and Related Risk
Management and
Consulting Services
Industrial Control
Systems (ICS),
Supervisory Control and
Data Acquisition (SCADA),
and Operation
Technology (OT) Related
Cybersecurity

Encryption and
Cryptography

Cybersecurity
Infrastructure Services
and Solutions for the
Ongoing Protection of
Networks and Data

Definition
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to:
cybersecurity audits / compliance audits;
cybersecurity strategy development;
cybersecurity compliance program development;
other related risk management and consulting services
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to:
any cybersecurity related solutions and services intended to protect
industrial control systems, SCADA, or operation technology (OT).
For example, this may include, but not be limited to, hardware security
modules, or hardware cryptographic modules (excluding protection of
enterprise IT networks)
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to:
hardware or software-based encryption, or services to develop or
implement encryption, (this may also include, but not be limited to,
activities relating to quantum proof algorithms and encryption).
Excluding: integration or resale of commercial encryption is not to be
included here; encryption that is primarily included under another goods
& services category.
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to:
services and solutions to establish ongoing protection of networks and
data. This includes design, integration, and provision of security
infrastructure.
Solutions may include or relate to, but not necessarily be limited to:
firewalls / next generation firewalls;
intrusion detection and prevention systems (IDS/IPS);
managed Security Service Providers (MSSP);
web application firewalls;
secure email gateways;
end point security, detection & response;
insider threat detection;
identity and access management / control. This can also include systems

104

Innovation, Science and Economic Development Canada “Statistical Overview of Canada’s Cybersecurity
Industry in 2018” October 2020
https://www.defenceandsecurity.ca/UserFiles/Uploads/publications/reports/files/document-35.pdf
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Penetration Testing and
Associated Vulnerability
and Threat Assessments,
Cyber Space Threat
Monitoring, Detection,
Intelligence Services, and
Active Cyber Defence
Measures

Forensics and the
Investigation of, and
Response to, Cyber
Attacks or other Cyber
Incidents and Intrusions

Cybersecurity Training
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and software relating to user authentication/recognition based on image,
voice and other biometric-based analytic techniques (or various
combinations of methods under multi-factor authentication)—for the
purposes of ensuring only authorized access to, and use of cyber
systems);
application security tools such as Runtime Application Self-Protection
(RASP);
services pertaining to security system design, integration, installation;
cybersecurity orchestration and automation;
cloud-based cybersecurity solutions;
other technologies designed to protect against attacks that use
cryptanalytic techniques like side-channel analysis of the physical
emanations / physical signals (e.g., electromagnetic fields & pulses,
power consumption, heat dissipation) of devices during the process of
their operation. Examples of attack types include but are not limited to
those involving timing attacks; power or electromagnetic analysis; and
micro-architectural attacks.
This category includes sales related to production of goods and/or the
provision of services (which may also include research, development,
design, engineering, testing & evaluation services) relating to:
Penetration testing;
Vulnerability assessments.
Activities in the cyber-domain or the cyber space connected to efforts to
detect, monitor, analyze, understand, and/or predict cyber threats—such
as in order to improve parties’ situational awareness and ability to
adapt/strengthen their cyber defenses accordingly, and to therefore preempt or mitigate potential cybersecurity failures.
The conduct of more active cyber defense measures like those intended
to preserve the ability of a defending party to use/freely operate in
cyber-space; and to protect data, networks, network-centric capabilities,
infrastructure, and other systems, assets, and property—by searching
for, detecting, defeating and/or mitigating a threat’s offensive and
exploitative cyber capabilities and actions.
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to services
and software tools involved in identifying, assessing, and responding to
cyber-attacks and incidents. Examples may include, but not necessarily
be limited to network forensics; related hunt services & tools; fraud
analytics; identification of inside perpetrators; other incident response
services.
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to training,
workforce development, educational services or solutions. This includes
all levels, from more basic users to advanced practitioners; and spans
services, courseware, software, or other delivery mechanisms.
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Mobile Security Solutions
(ex. BYOD and App
Protection)
Cybersecurity Solutions
Based on a Single
Package of Services,
Software and/or
Hardware, and Involving
Elements of Several of
the Proceeding
Cybersecurity Categories

Other Cybersecurity
Related Goods and
Services (ex. sales related
to both production of
goods and/or the
provision of services
including research,
development, design,
engineering, testing &
evaluation services;
managed services,
ongoing third-party
management
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This category is a sub-set of the category “Other Cybersecurity Related
Goods and Services.” Examples include Mobile Security Solutions BYOD
and App Protection. Check the cell M1 for details
This category includes sales spanning both goods and/or services
(including research, development, design, engineering, testing &
evaluation services) relating to: solutions that address customer/client
cybersecurity requirements by providing them with a single package of
services, software and/or hardware which involves elements relating to
more than one of the other preceding cybersecurity goods and services
categories and associated functions, tasks. Cybersecurity goods and
services sales that can be broken down according to the other individual
cybersecurity goods and services categories should be reported under
those respective categories and should NOT be reported under this sales
category.
This category includes sales related to both production of goods and/or
the provision of services (including research, development, design,
engineering, testing & evaluation services), such as relating to: other
activities that could be considered cybersecurity related in nature,
(including those beyond just defensive or passive cybersecurity related
activities). For example, privacy and de-identification, or anonymization
tools, goods and services related to support of military full spectrum
operations not otherwise effectively captured under the preceding sales
categories. Excluding sales of goods and services that were essentially
produced or rendered/provided by facilities and employees located
outside of Canada and delivered as is to customers in Canada or abroad.
e.g., sales relating to any transactions with, arranged or contracted
through business entities, intermediaries or representatives in Canada
for goods and/or services to essentially be sourced from businesses
outside of Canada; distribution, retail, and wholesale activities. Other
cybersecurity related definitions: Managed services (or hosted
cybersecurity). Provision to clients of services such as ongoing third-party
management/assurance of the cybersecurity/resiliency of clients’
systems, networks and information—including continuous monitoring,
threat/attack detection and incident response—for clients which choose
to out-source such functions to a third party. Such services may also
include responsibility for the installation of associated
hardware/appliances and software; as well as the configuration,
integration, operation and maintenance of comprehensive up-to-date
cybersecurity solutions for clients that choose to out-source IT
infrastructure and cybersecurity functions to a third party.
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